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EXECUTIVE 
SUMMARY

Predictive analytics is a field of data science that uses inter alia 
statistical and machine learning methods to predict future 
events. Prediction is an output of many artificial intelligence 
systems1. Examples of its application areas are credit scoring 
and targeted advertising, but it can be used in a broad range of 
fields to reduce uncertainty and bring efficiency gains. We be-
lieve that by reducing temporal uncertainty, the use of predicti-
ve analytics could help the EU to respond to challenges related 
to increased energy consumption, climate change, regional 
competitiveness and cybersecurity. Yet the use of technology is 
conditional on having access to enough data and it also poses 
threats, as it can be used for surveillance and manipulation as 
well as for strengthening monopolization.

The EU is actively engaging in shaping the conditions for using 
data-driven technologies and artificial intelligence, which are 
key for predictive analytics. In April 2021, the European Com-
mission published its Proposal for a Regulation of the Europe-
an Parliament and of the Council laying down harmonised ru-
les on Artificial Intelligence (Artificial Intelligence Act). While the 
legislative process is at a very initial stage, it should be noted 
that this proposal is part of a wider package of 54 measures, 
collectively under the heading of the political priority “A Europe 
fit for the Digital Age”, and it is expected that the proposal for 
a Digital Market Act will regulate the platforms in particular. 
The proposal for an Artificial Intelligence Act - although this 
does not explicitly mention the term ‘predictive analytics’ - sets 
the rules for managing this technology, as it makes reference 
to ‘prediction’ and its applications in farming, energy, health, 
security, transport and infrastructures2.

This paper investigates two cross-sectoral, horizontal applica-
tion areas for predictive analytics: cybersecurity and the envi-
ronment. It also reviews the benefits and risks of applying this 
new technology to agriculture as well as the emerging fields of 
predictive maintenance and facial recognition. The core bene-

1 European Commission, Proposal for a Regulation of the European Parliament 
and of the Council laying down harmonised rules on Artificial Intelligence (Artificial Intelligen-
ce Act) and amending certain Union Legislative Acts, Article, § 3, (1).
2  Proposal for Artificial Intelligence Act, Preamble, § 3.
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fits of employing predictive analytics to the abovementioned 
fields are efficiency gains and enhanced precision of opera-
tions. Yet, the sustainability and carbon neutrality of the tech-
nology itself should be monitored. In agriculture and energy 
sectors, positive usages of predictive analytics are dependent 
on building relevant ICT infrastructure. Investment in educa-
tion and spread of technology literacy is crucial for sectors of 
cybersecurity, agriculture and predictive maintenance. R&D 
funding of predictive analytics in sectors of environment and 
agriculture are highly encouraged.

Data integrity is a crucial component of cybersecurity and 
critical for the energy sector and predictive maintenance. While 
predictive analytics can be highly beneficial in cybersecurity, 
member states enhance cooperation to address the threat of 
AI-based cybercrime as well as state-sponsored cyberattacks.

The use of predictive analytics is tied to a concern over mono-
polization in the context of energy markets, agriculture and 
predictive maintenance. Actors such as SMEs, providers of 
maintenance services, and smaller farmers should be empowe-
red to benefit from predictive analytics through education and 
access to data. The EU should also acknowledge the threat of 
‘moral hazard’ in predictive maintenance, and policies should 
be implemented to enable customers and consumers to verify 
the reported need for maintenance. Finally, we take a view that 
certain applications of predictive analytics may conflict with 
European values. Given that facial recognition may be used for 
mass surveillance, and that it often targets certain groups with 
a high margin of error, we welcome the proposition of the Arti-
ficial Intelligence Act to regulate facial and emotion recognition 
technology, as the Act limits real-time facial recognition tech-
nology in law enforcement and conditions it on ex ante permis-
sion from a judiciary. However, we call for safeguards against 
its use also in the event member states’ judicial independence 
is undermined, and controls against social media scraping for 
the creation of facial recognition databases.
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1.1 Focus

Predictive analytics is “the process of extracting 
information from large data sets in order to make 
predictions and estimates about future events.” 
(Larose and Larose, 2015, p.4).

It can be used to assign scores in order to credit or 
determine an insurance premium (Nyce 2007), and 
to target online advertising and personalize social 
media feeds (Siegel 2016). The capacity to predict 
may bring advantages over competitors, therefore, 
for years the EU has been updating existing policies 
and adopting new ones targeting digital markets, 
platforms and services, and the use of data and 
AI, seeking to provide a regulatory framework 
to harness the benefits of the technology, while 
ensuring usage remains in line with European 
values.

While predictive analytics are commonly used in 
purely virtual online context, 89 Belgium chose to 
explore the benefits of its application at the interface 
of digital and real worlds, where technology impacts 
the use of physical infrastructures, resources or 
people in offline context. As a consequence of the 
megatrend of digitalization (Oberzaucher 2019), 
the availability of fine-grained real-world data that 
can be used for the purposes of predictive analytics 
and AI is increasing. In addition, data collected from 
sensors or video-footage can be used as input for 
the technology. At the same time, the findings of 
predictive analytics are increasingly used to fuel 
both deliberate and automated decision-making 
with implications on the real world. Prediction 
confers power (Siegel 2016) that may manifest over 
individuals, in competition between companies, or in 
geopolitics. It may therefore also reinforce existing 
inequalities in society (D’Ignazio and Klein 2020). 
Therefore, we explore how predictive analytics and 
AI could best be implemented in a manner that 
respects European values in principle.

In this paper, five application areas of predictive 
analytics will be analysed. The fields of cybersecurity 
and environmental sustainability represent 
horizontal applications of predictive analytics, 
which hold relevance across a wide range of 
industrial sectors. We analyse the potential to apply 
predictive analytics to agriculture, a field that is a 
traditional object of EU Policy and not well known for 
digitalization. Finally, we will review two fields which 
have emerged in the wake of increased adoption of 
artificial intelligence – facial recognition technology 
and predictive maintenance. The former because 
its application is based on using very personal data 
– our facial expressions, introducing a range of 
fundamental rights questions. The latter because 
it introduces considerable efficiency gains, yet 
creates new information asymmetries between the 
developer and the user.

The report is structured as follows. The second 
section explains predictive analytics as a technology, 
its relationship with AI and common techniques. The 
third highlights the known issues related to the use 
of the technology such as concerns over algorithmic 
bias and surveillance capitalism. The fourth 
section features analysis of horizontal application 
areas of predictive analytics in cybersecurity and 
the environment. Sector-specific applications 
of predictive analytics in the fields of predictive 
maintenance, agriculture, and facial recognition are 
reviewed in section five. A sixth section concludes 
the report with an emphasis on core goals as well as 
normative tensions that policy makers should take 
into consideration in predictive analytics.

1.2 Method and structure

The team engaged in desktop research on the 
specificities, applications, typical risks of predictive 
analytics, and the policy debate and law-making 
which regulates the sector. Team members carried 
out individual studies focusing on a respective policy 
area each. The desktop research was structured 
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along the analysis of strengths, weaknesses, 
opportunities, and threats (SWOT) associated with 
applying predictive analytics and AI in the specific 
area. The policy recommendations in each area 
were developed with consideration of recent 
policy measures taken in the EU and in light of UN 
Sustainable Development Goals, goals and principles 
of the European Union, Fundamental Rights as well 
as economic and ethical considerations.

We observe that EU legislation and policy rarely 
mention ‘predictive analytics’ preferring the 
terminology ‘artificial intelligence’, often without 
specifying methods of artificial intelligence in more 
detail. The study therefore is conducted under 
the assumption that EU policy making in artificial 
intelligence applies also to predictive analytics. The 
definition of ‘artificial intelligence systems’ in the 
very recent Artificial Intelligence Act proposal also 
covers the majority of applications of predictive 
analytics.3

While safety risks associated with the AI systems  
are acknowledged, the paper does not review  
this topic in detail beyond the question of cyber 
security threats.

9

3 European Commission, Proposal for a Regulation of the European Parliament 
and of the Council laying down harmonised rules on Artificial Intelligence (Artificial Intelligen-
ce Act) and amending certain Union Legislative Acts, Article, § 3, (1).
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2.1 What is predictive analytics? 

2.1.1 Definition

Predictive analytics is “a form of advanced analytics 
which examines data or content to answer the 
question ‘what is going to happen?’, or more 
precisely, ‘what is likely to happen?’” (Gartner, 
2021b). Predictive analytics represents a subset of 
data science (Waller and Fawcett, 2013). Predictive 
analytics aims at making predictions rather than 
descriptions, classifications or clusters, but it can 
also be used to evaluate what would have happened 
in the past under different circumstances. Analyses 
can be made within hours or days and can be of 
quantitative or qualitative nature (Gartner, 2021a).

2.1.2 Potential methods and uses

Possible techniques to be used for conducting 
predictive analytics include regression analyses, 
forecasting, multivariate statistics, pattern matching, 
and predictive modelling (Gartner, 2021b). Using 
different techniques, predictive analytics can use 
historic and current data to make predictions by 
detecting trends and patterns (Edwards, 2019). 
Those trends and patterns can be used to make 
forecasts but also to detect relationships between 
data (Edwards, 2019). For making predictions and 
detecting trends, predictive analytics makes use 
of very large sets of data collected (Research data 
alliance, n.d.) in various contexts. Examples of 
predictive analytics can be found in many different 
sectors such as the insurance industry, where 
predictive analytics software allows companies to 
identify likely cases of public health insurance  
fraud before claims are paid (Davies, 2016), or by  
the airline industry to set ticket prices to reflect 
travel habits.

As expressed by Agrawal et al. (2018), the advantage 
of predictions made using methods of artificial 
intelligence is their accuracy, low cost and ability 

to identify interdependencies within a large set of 
data. Nowadays, companies - in particular digital 
platforms - are heavily using predictive analytics 
to conduct their business operations. Platform 
business models rely on data, and are dependent 
on predictive analytics, since data is the main source 
of added value as it allows for better predictions. 
For example, Facebook uses predictive analytics 
to identify people at risk of switching from one 
particular brand to a competitor. Biddle indicates 
that “instead of merely offering advertisers the 
ability to target people based on demographics and 
consumer preferences, Facebook offers the ability 
to target them based on how they will behave, what 
they will buy and what they will think” (Biddle, 2018).

2.2 Predictive analytics and artificial intelligence

Predictive analytics and Artificial intelligence are 
deeply connected, and have often been used as 
interchangeable concepts. Making a distinction 
between technologies is also challenging due to 
the numerous definitions of AI (see Marr, 2018). 
The attempts to qualify the interrelationship of 
the two are various. Rutty recognizes that both 
predictive analytics and AI can use data to predict 
potential future scenarios, but stresses a key 
difference, namely that “the AI system can make 
assumptions, test, and learn autonomously” (Rutty, 
2021). According to Dixon, predictive analytics 
refers to “technology that studies data, draws 
patterns and predicts what will happen”, while AI 
techniques amplify the accuracy and granularity of 
prediction (Dixon, 2019). Indeed, some authors even 
highlight prediction as a key feature of numerous 
AI techniques, ranging from classification to neural 
networks (Agrawal et al, 2018, p13). In the same 
vein, Johnson qualifies predictive analytics as a 
more target-oriented use of AI: “machine learning 
[an AI technique] is like calculus or physics: it is a 
tool to be used. Predictive analytics is a role to play 
that equips itself with tools to accomplish its role 
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– machine learning is one of those tools. Machine 
learning doesn’t have to answer people’s questions. 
Their applications can be created for fun, generating 
life-like images and seemingly real blog posts. 
Predictive analytics tend to have a use case in mind, 
such as business financial predictions and employee 
satisfaction surveys” (Johnson, 2020).

However, according to McKinsey, AI could unlock 
up to $2.6 trillion in business value in marketing 
and sales (2018). Kaput argues that “nowhere do we 
see this impact more than in predictive marketing 
analytics, a discipline that’s been around for a while, 
but is only recently unlocking its true potential 
thanks to AI” (2020). In particular, predictive 
marketing analytics will enable organizations to 
“identify the specificity of the targeted population 
that is likely to respond positively to a specific 
campaign or other marketing activity” (Tarka and 
Lobinski, 2014).

There are three main advantages that need to 
be remarked with regards to the combination of 
predictive analytics and artificial intelligence: a) 
increased revenue through analysis and acting 
on data at scale; b) reduced costs through acting 
on data automatically; and c) building a massive 
competitive advantage with both superior insights 
and speed (Kaput, 2020).

Given the overlap between the concepts of 
predictive analytics and AI, in this report we will 
focus on the effect of “prediction”, which Agrawal 
et al. (2018) define as “process of filling in missing 
information. Prediction takes information you 
have, often called “data” and uses it to generate 
information you don’t have.”(Agrawal et al. 2018) In 
other words, prediction is an output that
artificial intelligence techniques and approaches 
can generate.4  Next we will explain how certain 
prediction techniques function.

2.3 Types of predictive models and modelling 
techniques

If we aim to dive into predictive models, it is 
necessary that we first explain how they work. We 
find in the literature that “predictive models use 
known results to develop (or train) a model that can 
be used to predict values for different or new data. 
Modeling provides results in the form of predictions 
that represent a probability of the target variable (for 
example, revenue) based on estimated significance 
from a set of input variables.” (Wakefield, 2021).
Three of the most widely used predictive modeling 
techniques are decision trees, regressions and 
neural networks - all of them representing examples 
of machine learning. Supervised machine learning 
presupposes training an algorithm with labeled data, 
in order for it to perform a certain predetermined 
task, classification of emails to spam and non-spam, 
with required accuracy (Fumo, 2017). By contrast, 
in unsupervised learning “algorithms are ‘fed’ data 
and asked to process it without a predetermined 
set of rules and regulations”. In this context, the 
application of “predictive analytics is the analysis of 
[...] data to find patterns and behaviors” (Rutty, 2021)

 -    Classification models “predict class 
membership. For instance, you try to classify 
whether someone is likely to leave, whether he 
will respond to a solicitation, whether he’s a good 
or bad credit risk, etc”. (Wakefield, 2021). Decision 
trees are classification models that partition data 
into subsets based on categories of input variables. 
This helps one understand an individual’s process 
of decision-making. A decision tree looks like a tree 
with each branch representing a choice between a 
number of alternatives, and each leaf representing 

11

4  European Commission, Proposal for a Regulation of the European  
Parliament and of the Council laying down harmonised rules on Artificial Intelligence 
(Artificial Intelligence Act) and amending certain Union Legislative Acts, Article, § 3, (1) 
and Annex I.
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a classification or decision. This model looks at the 
data and tries to find the one variable that splits the 
data into logical groups that are the most different. 
Decision trees are popular because they are easy to 
understand and interpret. They also handle missing 
values well and are useful for preliminary variable 
selection.

 -    On the other hand, “regression models 
predict a number – for example, how much revenue 
a customer will generate over the next year or the 
number of months before a component will fail on 
a machine”, (Wakefield, 2021). Regression (linear 
and logistic) is one of the most popular methods in 
statistics. Regression analysis estimates relationships 
among variables. Intended for continuous data that 
can be assumed to follow a normal distribution, it 
finds key patterns in large data sets and is often 
used to determine how much specific factors, such 
as prices, influence the movement of an asset. With 
regression analysis, we want to predict a number, 
called the response or Y variable. With linear 
regression, one independent variable is used to 
explain and/or predict the outcome of Y. Multiple 
regression uses two or more independent variables 
to predict the outcome. With logistic regression, 
unknown variables of a discrete variable are 
predicted based on known values of other variables.

 -    In neural networks input data is fed 
to layers of interconnected nodes, each of which 
gives a specific weight to the input, such as an 
individual word used in an email. The combination 
of words, ‘weighted inputs’ yield an output such as 
the classification of an email as spam or non-spam 
based on its content (Burell, 2016). Neural networks 
are capable of modeling complex relationships. 
The specificity of neural networks comes from their 
ability to handle nonlinear relationships in data, 
which is increasingly common as we collect more 
data. They are often used to confirm findings from 
simple techniques like regression and decision trees. 
Neural networks work well when no mathematical 

formula is known that relates inputs to outputs, 
prediction is more important than explanation, or 
there is a lot of training data.

2.4 Strengths and weaknesses of predictive 
analytics

Regarding the type of input that artificial intelligence 
systems and humans can analyse, we face four 
different groups: (a) known knowns; (b) known 
unknowns; (c) unknown unknowns; and (d) unknown 
knowns (Agrawal et al., 2018). These four categories 
help us to divide the type of data that can be 
analysed. As can be expected, the system predictions 
tend to be better when working with known knowns 
(Agrawal et al., 2018). This is because artificial 
intelligence systems are good at making accurate 
predictions, but only when they are provided with 
enough data. If they do not have enough data, or it 
is of insufficient quality, machines do not perform as 
efficiently (Agrawal et al., 2018). However, in those 
situations where data is unreliable or insufficient – 
including known unknowns, unknown unknowns, 
and unknown knows – humans must identify these 
limitations and try to solve them independently, 
therefore improving predictions (Agrawal et al., 
2018). Indeed algorithms often require labour 
attentive training to respond adequately to new 
events (Gray and Suri 2017). As explained by Agrawal 
et al. (2018), humans and machines tend to perform 
better in different environments, and that is the 
reason why the best option is to combine human 
and machine analysis, as both offer advantages 
in data analysis. To conclude, Agrawal et al. (2018) 
argue that to generate the best predictions, the 
limits of both humans and machines must be 
understood: machines can scale better than humans 
but cannot predict unusual cases; therefore human-
machine collaboration then takes the form of 
‘prediction by exception’.

Finally, it is important to note that, even if a 



collaboration between machines and humans is a 
good way to make predictions, these predictions are 
only based on detected correlations between the 
variables, and does not prove a causal link between 
them. As Figueroa (2019) explains, correlations 
are only about showing that when one variable 
changes the other one is also likely to change, but it 
is not about showing that a change in one variable 
causes a change in the other variable. Hence, the 
predictions made with predictive analytics also only 
show that a change in one variable will probably be 
linked to a change in another variable, but it does 
not predict that one variable will change due to a 
change in the other variable.

2.5 Tensions associated with the technology

2.5.1 Surveillance and platform capitalism

However, the benefits of predictive analytics have 
to be weighed against its perceived threats. Some 
of these threats are platform and surveillance 
capitalism. Platform capitalism implies the use of 
a platform-based business model, whose added 
value stems from facilitating the exchanges among 
several groups - usually between consumers and 
producers (Hagel, 2015). Surveillance capitalism can 
be defined as the ‘constant gathering of behavioral 
surplus’ by big tech companies. This represents 
the excess of information that is retained by tech 
companies from users’ activities online. As Zuboff 
(2019) describes it, we have entered a new era of 
surveillance capitalism that operates by “unilaterally 
claiming human experience as free raw material 
for translation into behavioral data”. Based on 
predictive analytics, these companies aim to predict 
(and to shape) human behavior based on the data 
that they have collected throughout the interaction 
of the user with the platform. This business model 
gives disproportionate power to big companies 
such as Google or Facebook, that have the power to 
“shape human behavior toward others’ ends”. These 
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companies have interests in gathering as much data 
as possible, and this monopolization is facilitated by 
network effects: the more users are part of a certain 
platform, the more valuable this platform becomes 
for its users. This leads to a ‘winner-takes-all market’ 
and reinforces the monopolistic nature of the 
network at the same time (Srnicek, 2017).

2.5.2 Data Silos

The monopolistic nature of the network can lead 
to data silos, which are created when companies 
analyse data in-house and keep it to themselves. 
This can hamper innovation. In order to avoid 
it, better access to data should be facilitated, as 
discussed in the European Strategy for Data (2020). 
The European Strategy for Data, through its Better 
Regulation principles, aims to put in place a cross-
sectoral governance framework for data access and 
use. Indeed, predictive technology and consequently 
access to data might become a prerequisite for 
competing in data-driven markets. This translates 
to the need to open up data silos through data 
governance solutions (Wernick et al. 2020) and 
building regulatory frameworks and infrastructures 
to enhance competitiveness and independence 
of European markets. Access to data constitutes a 
problem in implementing the EU data strategy as 
there is presently not enough data available for the 
development of artificial intelligence in the EU (A 
European strategy for data, 2020).

2.5.3 Risks associated with algorithmic  
decision-making

Predictive analytics may have unwanted effects 
when it is used in connection to automated decisions 
(1) that may have legal implications for individuals’ 
lives, or alter or even manipulate their behaviour 
though nudging (2). 

(1) Predictive analytics may be used to facilitate 
algorithmic decision-making. Algorithmic decision-
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making consists in using large amounts of personal 
data to infer correlations and derive information 
to make decisions that are automated (Kritikos, 
2019). Concrete examples of algorithmic decision-
making in the public sector are predictive policing 
and school enrollment. Predictive policing systems 
aim to “predict the places where crimes are most 
likely to happen in the future based on input data 
such as the location and timing of previously 
reported crimes” (Kritikos 2019, 9). Certain school 
enrollment procedures have relied on algorithmic 
decision systems (ADS) during the pandemic. The 
International Baccalaureate used ADS during the 
pandemic to predict students’ scores following 
the cancelling of exams, leading to a controversy 
over the intransparency of method applied to the 
predictions, their accuracy, as well as the impact 
on the student access to university education 
(Simonite 2020). This highlights the ‘black box’ 
problem associated with ADS. It refers to a system 
where only the input and the outcomes are visible, 
while the internal working of the system is opaque. 
This opacity may result from intentional trade 
secrecy, lack of computational literacy or limits in 
explainability of how a complex algorithm works 
when applied to data (Burrell, 2016).

This is highly problematic if one wishes to assess 
the overall system and accuracy of algorithmic 
decision-making. Bias can also be present in 
algorithmic decision-making: there can be 
outcomes that are systematically less favourable 
to individuals within a group and where there is 
no relevant difference between groups justifying 
that harm (Lee, Resnick and Barton, 2019). This can 
lead to discrimination and fairness issues. Brown 
highlights three kinds of biases found in datasets: 
the interaction bias (e.g. facial recognition working 
better for Caucasian faces), the latent bias (e.g. 
historical data, stereotypes) and the selection bias 
(e.g. a dataset overrepresenting a certain group and 
underrepresenting another). Furthermore, if there  
is a problem with algorithmic decision-making, who 

is accountable?

(2) Predictive analytics may be used to alter human 
behaviour. Nudging refers to the idea that changing 
some apparently insignificant detail can significantly 
change a person’s behaviour. As Thaler and Sunstein 
put it, a nudge refers to “any aspect of the choice 
architecture that alters people's behavior in a 
predictable way without forbidding any options or 
significantly changing their economic incentives. To 
count as a mere nudge, the intervention must be 
easy and cheap to avoid.” (Thaler & Sunstein, 2008, 
p. 6). A related concept is ‘dark patterns’, coined 
by Harry Brignull in 2010. Dark patterns not only 
influence decision making, but represent online 
tools that encourage people to do something they 
otherwise may not. Dark patterns are designed to 
trick users, with the risk that shareholder value is 
supplanting user values (Gray & al, 2018). Predictive 
analytics can make nudges and dark patterns  
more accurate and specific to the consumer, with 
the consequence of making them vulnerable to 
possible manipulation.

2.5.4 Possible implications on fundamental rights: 
data protection, non-discrimination

The increasing use of predictive analytics has several 
powerful implications on fundamental rights, 
especially in terms of data protection and non-
discrimination. On the one hand, data protection 
represents a fundamental right, which is protected 
not only by national legislation, but also by European 
Union law - the General Data Protection Regulation 
(GDPR) and the Universal Declaration of Human 
Rights. In this respect, predictive analytics potentially 
threatens data protection by means of possible 
interferences with consumers’ decision-making 
processes, either intentionally, or unintentionally; 
or by allowing the development of large-scale social 
surveillance in order to combat terrorism.

On the other hand, non-discrimination is a 



fundamental right which is protected by national
constitutions, as well as the Charter of Fundamental 
Rights, as well as a nuber of directives against 
discrimination, that were implemnted by the 
Member States.5  In this case, a growing body of
research has shown that the application of predictive 
analytics to facial recognition generates racial and 
gender discrimination, where the error rates are the 
highest (Najibi, 2020).

Furthermore, other potential rights have been 
considered at risk, such as the right to individual 
integrity, to education, to equality before the law 
and other freedoms (Mantelero, 2018). As such, 
the introduction of predictive analytics in various 
domains comes at several societal costs, which need 
to be addressed by EU policy-making and will be 
further explored in the next paragraphs.

15

5  Council Directive 2000/43/EC of 29 June 2000 implementing the principle 
of equal treatment between persons irrespective of racial or ethnic origin; Council 
Directive 2000/78/EC of 27 November 2000 establishing a general framework for equal 
treatment in employment and occupation; Directive 2006/54/EC of the European Parlia-
ment and of the Council of 5 July 2006 on the implementation of the principle of equal 
opportunities and equal treatment of men and women in matters of employment and 
occupation (recast); Council Directive 2004/113/EC of 13 December 2004 implementing 
the principle of equal treatment between men and women in the access to and supply 
of goods and services.
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3.1 Measures concerning data

The well-regulated use of novel technologies, such 
as predictive analytics, may enhance Member 
States’ capacities to effectively protect their citizens 
and harness the benefits of technology, while 
concomitantly ensuring that their fundamental 
rights are fully respected, in a transparent and 
proportional manner. These technologies involve 
several economic and legal sectors, from consumer 
protection to competition, from data privacy to anti-
discrimination and human rights. These overarching, 
sometimes conflicting goals are present also in EU 
policy and lawmaking concerning predictive analytics 
and AI, which divide into two interrelated streams. 
The first concerns application of artificial intelligence 
and the second the input that fuels it: data. The 
multifaceted and transversal application and the 
continuous evolution of AI and PA require a constant 
update of the existing regulatory framework and, 
in some cases, new legislation that specifically 
regulates them. At the same time, the usage of  
AI and PA, as well as data that fuels these 
technologies nowadays represents a precious 
economic resource that the EU cannot let go to 
waste. A further duty for EU lawmakers, then, is to 
provide a framework that incentivizes a positive 
exploitation of these technologies without stifling 
them with excessive regulation.

Pesonal data is protected as a fundamental right 
(Article 8 EU Charter of Fundamental Rights), with the 
EU having among the strictest protection regimes for 
personal data anywhere in the world: the General 
Data Protection Regulation 2016/679 (GDPR). GDPR 
regulates the duties of data controllers processing 
personal data and equips data subjects with a 
number of rights with respect to their personal data. 
For example, a data subject is equipped with a right 
not to be subject to a decision based on automated 
processing of data, including profiling that creates 
legal effects concerning them or otherwise has a 
significant effect on them. Exceptions are provided 

by contracts, law or consent (Art. 22 GDPR). EU data 
protection law is complemented with the Directive 
on Privacy and Electronic Communications (ePrivacy 
Directive 2002/58) and the Directive on the Security 
of Network and Information systems (NIS Directive 
2016/1148) which address cybersecurity threats. 
Both are expecting a revision in the near future.6

Despite its robustness, GDPR has been criticized for 
strengthening the position of Big Tech companies 
and platforms while diminishing the competitiveness 
of SMEs for example through proportionally higher 
compliance costs and limiting access to and sharing 
of data (See Gal & Aviv, 2020; Geradin, Karanikioti & 
Katsifis, 2020) Once data is anonymized, GDPR no 
longer applies, and it can be used to train AI, which is 
favourable for companies developing it, but creates 
intransparency with respect to its use and sales to 
third parties. Hence several AI-related problems on 
data protection do not have a solution within GDPR 
(European Parliamentary Research Service, 2020), 
such as the collective impact of the technology 
(Tisné, 2020), something which calls for further 
policy action.

Besides measures concerning personal data, 
the EU has actively sought to foster sharing and 
use of non-personal data with initiatives such as 
Regulation 2018/1807 on the free flow of non-
personal data and the Directive (EU) 2019/1024 of 
the European Parliament and of the Council of 20 
June 2019 on open data and the re-use of public 

3. EU POLICY AND REGULATORY  
LANDSCAPE

6  The proposed e-Privacy Regulation would protect citizens' privacy also on 
instant messaging platforms and web-based email services, update the rules on tracking 
cookies, spam, and offer more security and confidentiality for communications happe-
ning on instant messaging applications. Regulation of the European Parliament and of 
the Council concerning the respect for private life and the protection of personal data in 
electronic communications and repealing Directive 2002/58/EC (Regulation on Privacy 
and Electronic Communications) Brussels, 10.1.2017 COM(2017) 10 final. NIS 2 directive 
would be wider in scope than its predecessor and introduces inter alia risk-management 
obligations to companies. Proposal for a Directive of the European Parliament and of 
the Council on measures for a high common level of cybersecurity across the Union, 
repealing Directive (EU) 2016/1148.Brussels, 16.12.2020 COM(2020) 823 final
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sector information. The recent proposals submitted 
by the European Commission show that the EU 
institutions are striving to keep existing legislation 
up-to-date with the continuous developments in 
technology. For example, the EU Data Strategy aims 
at transforming the EU into a real data economy 
and creating a human-centered European data 
space, or ‘a single market for data’. Herein, common 
European rules and enforcement mechanisms are 
proposed, so that data securely flows across the 
EU, Community-level values (e.g. data protection, 
consumer protection and competition rules) are 
respected and data-related rules are fairly and 
clearly enforced. Moreover, the Data Governance 
Act regulates the role of data intermediaries, while 
the Digital Services Act and the Digital Markets Act 
will try respectively to protect platform consumers 
from illegal content and disinformation spread via 
manipulative algorithms and to guarantee a fairer 
digital business environment.

3.2 Measures concerning AI

In parallel with measures concentrated on data, the 
EU has actively developed its policy on AI.7 Inspired 
by the recommendations of the High-Level Expert 
Group on AI, the European Commission published 
the recent White Paper on Artificial Intelligence in 
2020, proposing a series of policy measures for a 
Community-level regulatory framework for AI. On 
the one hand, it promotes the EU as an ‘ecosystem 
of excellence’, which focuses on enhanced joint 
cooperation among the Member States via a 
Coordinated Plan, the creation of excellence and 
testing centres, offering leading higher education 

on AI, fostering at least one innovation hub in each 
Member State, setting up a new public-private 
partnership in the field of AI, as well as accelerating 
the adoption of AI by the public administrations, 
while strengthening the security and multilateral 
implications. On the other hand, an ‘ecosystem of 
trust’ will be built through a regulatory framework 
which addresses the risks associated with AI, such as 
product safety and risks for fundamental rights.

These policy measures also envisage sector-based 
approaches:

 -    In environment, digital technologies are 
essential to attaining the objectives of the European 
Green Deal, while their energy consumption should 
be considered across the entire supply chain, so that 
they do not hinder the ‘green’ progress;

 -    In education, predictive analytics is to be 
used as a catalyst of upskilling the labor force in line 
with the AI developments, by updating the Digital 
Education Action Plan;

 -    In health care and transport services, 
a future EU regulatory framework for AI will 
supplement the incumbent horizontal and sectoral 
policies, related to safety and liability implications 
of AI systems providing medical information to 
both the medical body and the patients, as well as 
extending the scope of EU product safety legislation 
to cover services based on AI technologies as well.

These last concerns have been taken in 
consideration by the European Commission when 
issuing the White Paper on AI, in February 2020, 
probably the most crucial document about EU future 
policy-making plans for AI regulation. Indeed, on 
one side it rightfully acknowledges the insufficiency 
of the existing EU legal framework when addressing 
the specific issues raised by AI, on the other it 

7  It has published a report by the European Parliament (2017a) on Civil Law 
Rules on Robotics, based on a public consultation on how to best address the ethical, 
legal, economic and social problems generated by AI developments. Shortly afterwards, 
a resolution was voted by the European Parliament (2017b), in light of regulating these 
issues across the Union, which paved the way for turning data protection, ethical stan-
dards and digital-related human dignity into a priority for 2018-2019.
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highlights the necessity to establish a clear and 
uniform EU regulation that would allow to both 
guarantee human rights protection and to foster 
innovation without leaving disproportionate burdens 
upon SMEs.

In order to do so, the White Paper suggests a 
risk-based approach that would detect ‘high-
risk’ AI applications according to criteria to be 
further established in light of the sector involved 
and the usage process, and paying specific heed 
to the threats to ‘safety, consumer rights and 
fundamental rights’. High-risk AI applications should, 
consequently, comply with specific requirements in 
terms of data training, record keeping, transparency, 
accuracy, and human oversight. Furthermore, 
particular attention should be paid to exceptional 
usage of AI, such as biometric mass surveillance 
or recruiting processes, and that a good regulation 
cannot be efficiently implemented without 
appropriate monitoring and enforcement.

These policy considerations are translated to 
legal standards for AI systems in the proposal for 
Artificial Intelligence Act (2021). This represents 
an ambitious piece of lawmaking that has a 
distinctly European character. It seeks to establish 
horizontal standards for artificial intelligence in 
the EU, and sustain responsible innovation in the 
field of AI wherein trust in its safety and respect 
for fundamental rights are maintained throughout 
the life-cycle. This is achieved by the establishment 
of specific requirements for high-risk AI systems, 
and obligations for their operators, harmonized 
transparency rules for specific AI systems, such as 
those capable of emotion recognition and rules on 
market monitoring and surveillance as well as new 
national and EU level institutions responsible for 
these actions.

Under the proposal, AI systems are regulated on the 
basis of risks to safety or fundamental rights they 
pose, and are categorized into prohibited uses, high-

risk uses, and other types of applications. Prohibited 
applications cover exploitative and manipulative 
uses of AI in the manner that causes physical or 
psychological harm, or applications of social scoring 
systems by public authorities, and the use of ‘real-
time’ remote biometric identification systems 
in public spaces by law enforcement.8 High-Risk 
systems cover AI systems that (1) either function as 
safety components or are products regulated under 
the EU law, such as medical products, and (2) pose 
risk or harm to the health or safety or adversely 
impact on fundamental rights of persons, including 
groups of persons such as those involved in the 
management of critical infrastructures, biometric 
identifications systems and for administration of 
justice.9 High risk systems must be subject to risk 
management systems and comply with conditions 
for data governance, human oversight, cybersecurity 
standards, technical documentation and record 
keeping.10 Furthermore, the potential manipulative 
effect of the technology must be mitigated by 
transparency and information obligations towards 
users.11 Other than high-risk AI, applications may be 
bound by voluntary codes of conduct.12

Upon first review, the proposal can be acclaimed for 
giving account to the long-term trustworthiness
of AI systems, risks of algorithmic bias and collective 
effects of AI applications, the risk of
manipulative and deterministic qualities of certain AI 
applications, as well as power imbalances that
may occur if AI applications are used by the state. If 
passed, the Artificial Intelligence Act would
have extraterritorial effects as it applies also to 
providers of AI systems established outside the EU

8 Proposal for Artificial Intelligence Act (2021), Art. 5.
9  Proposal for Artificial Intelligence Act (2021), Art. 6, Annexes II and III.
10 Proposal for Artificial Intelligence Act (2021), Arts. 8 - 12, 14-15.
11 Proposal for Artificial Intelligence Act (2021), Art. 13. See also Art. 52 on 
transparency obligations for non-high risk systems.
12 Proposal for Artificial Intelligence Act (2021), Art. 69.



19

and in situations, where the data is processed for/by 
AI systems, but where its output is used within the 
Union.13  If it enters into force, it is expected to have 
similarly wide industry spanning effects as GDPR 
and to influence design processes, as well as laws, in 
other jurisdictions.

13  Proposal for Artificial Intelligence Act (2021), paras. 10-11.
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4.1 Predictive analytics and cybersecurity

4.1.1 Contextualization and definitions

We are witnessing the surge of social media use 
and the proliferation of the Internet of Things. 
These trends exponentially increase the volume of 
personal and industrial data. The forecast for the 
global data flow in 2025 is 175 zettabytes (1021 
bytes) more than 5 times higher than in 2018 
(Coughlin, 2018). Along with an increase in the data 
flow, the potential surface for malicious attacks 
is also quickly enlarging. Indeed, the number of 
connected devices is expected to reach 41.2 billion 
by 2025 (Lueth, 2020). These connected devices will 
go beyond the now traditional telecommunications, 
shopping, and entertainment industries. We will 
be connected through our cars, houses, fridges, 
hospitals, farms, factories, and electricity grids. Every 
aspect of our socio-economic life will be digitized.

While opening up a great number of opportunities, 
this immense connectedness will come with an 
increase in cyber threats. By 2025, global cyber-
attacks are expected to cost $10.5 trillion annually 
(Morgan, 2020). Currently, the most common 
cyberattacks are Malware, Data breach, Social 
engineering, Phishing, Structured Query Language 
(SQL) injection, Denial-of-Service (DOS) attack, 
and Advanced Persistent Threats (Infocyte, 2021). 
By nature, cybercrimes are harder to notice than 
physical crimes. Although there are often some 
sort of traces left by the attackers, cyberattacks 
often go unnoticed by the victims. Nallaperumal 
argues that “the root cause of all such problems are 
the unmanageable volumes of data clubbed with 
the ignorance of cyber citizens. We can effectively 
handle cyber crimes only with the help of AI 
empowered Security Analytics” (2018). 

In order to efficiently and effectively respond to the 
rise of cyber threats, companies and administrations 
must go beyond traditional cybersecurity tools 

and adopt more comprehensive technologies 
such as machine learning and predictive analytics. 
Indeed, predictive analytics and machine learning 
are expected to become some of the backbones of 
future cybersecurity.

Apurva et al. define cybersecurity as “the techniques 
or processes used to protect networks, devices 
(any type of electronic device which can generate 
data or can operate with IoT), programs, and data 
(Structured, unstructured) from attack, damage, or 
unauthorized accesses” (2017).

Regarding the use of predictive analytics in 
cybersecurity, Nallaperumal offers the following 
definition. He suggests that predictive analytics 
“deals with the list of DOs, if there is a possibility 
of an attack and predicting an attack. Predictive 
Security Analytics helps security experts to 
determine the possibility of an attack and helps set 
up defense mechanisms even before hackers try to 
attack” (2018).

4.1.2 Strengths and weaknesses of predictive 
security analytics

With the increase of both the amount and value 
of data, the need for AI applications and more 
specifically predictive analytics became apparent. 
Indeed predictive analytics offers cybersecurity 
professionals an unprecedented opportunity to shift 
from a reactive position to a proactive one in the 
face of cyber threats.

By coupling predictive analytics and machine 
learning, companies can close the gap between 
the detection of an attack and its prevention. 
Indeed, traditional cybersecurity is based on the 
attacks which have occurred and mostly patch the 
‘holes’ created by these attacks. Through predictive 
algorithms and the use of large networks of 
data, predictive security analytics can go beyond 

4. APPLICATION AREAS
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descriptive cybersecurity by:

 -    Offering “a continuously adaptive defence 
mechanism to identify and shut down intrusions” 
based on real-time analysis (getsmarter, 2019).

 -    Providing “efficient tools to the incident-
handling teams allowing inner view of the network 
traffic and user activities spread over several days, 
weeks and even months” (Nallaperumal, 2018).

 -   Detecting “irregularities in traffic flow and 
data, notifying businesses even before the attack 
occurs” (BusinessWire, 2020).

 -    Finding “patterns and connections by 
going deeper into the data, that would not be 
possible otherwise” (Nallaperumal, 2018).

 -    Establishing the business context behind 
the behaviour of a specific computer system 
(Nallaperumal, 2018).

 -    Ensuring “the visibility and availability of 
answers obtained from Security analytics to reach 
the Incidence Response team” (Nallaperumal, 2018).

While Predictive Security Analytics is set to become 
a major instrument in cybersecurity, it has several 
weaknesses to take into account. Indeed, as with 
most AI-based systems, the quantity and quality 
of data are crucial for its effective functioning. 
For instance, an important amount of energy is 
necessary to collect and store the amount of data 
required for predictive algorithms. This comes with 
a non-negligible continuous cost in addition to 
memory and computation requirements (Dickson, 
2016). Additionally, companies willing to set up 
predictive analytics-based cybersecurity tools will 
have to cope with another junk cost to acquire the 
necessary software. This can be partly linked to the 
fact that there is a global shortcoming of skilled 
cybersecurity professionals.

Moreover, one of the structural handicaps 
of predictive analytics is the lack of human 
involvement. If companies do not regularly check 
the quality of their databases, an important error 
can go unnoticed (Gousen et al., 2018). Even if a 
violation is detected, the parameters behind it 
can make it complicated to detect (Ibid). Indeed, 
as put by Dickson, the fact that the cyber-attacks 
signal is often very weak and obstructed by much 
organizational ‘noise’, there will only be a very slight 
change recognizable in patterns (2016).

4.1.3 Opportunities and threats of predictive 
analytics in cybersecurity

Despite the best efforts of cybersecurity companies 
and professionals, cyberthreats will continue to 
exponentially increase and negatively impact our 
lives. While no technology will eliminate these 
threats, predictive security analytics offers tools to 
minimize their impacts.

For one, “with the help of cyber analytics, experts 
can monitor activity across multiple networks and 
data streams through anomaly detection techniques 
and self-learning analytics, involving Predictive 
Analytics and Machine Learning” (Nallaperumal, 
2018). Moreover, predictive analytics will also 
offer multiple machine learning-based tools to 
cybersecurity professionals including:

 -    Regression (or prediction) — the task 
of predicting the next value based on the previous 
values.

 -    Classification — the task of separating 
things into different categories.

 -    Clustering — similar to classification but 
the classes are unknown, grouping things by their
similarity.

 -    Association rule learning (or 
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recommendation) — the task of recommending 
something based on previous experience.

 -   Dimensionality reduction — or 
generalization, the task of searching common and 
most important features in multiple examples.

 -    Generative models — the task of creating 
something based on the previous knowledge of the
distribution (Polyakov, 2018).

These tools will enable companies to understand 
their vulnerabilities, classify the threats, and 
introduce preventive measures against future 
attacks.

While all these tools can be used for cybersecurity 
purposes, they can also be used by malicious actors. 
Indeed, in recent years, cybercriminals have started 
to use AI solutions or target AI datasets. They use 
AI-based tools to mimic the behavior of the network 
and its users (Lobo, 2018). Cyberattacks can also 
target databases for two objectives. On the one 
hand, they can aim at stealing precious private and 
industrial data grouped in large data pools. On the 
other hand, they can ‘poison’ the dataset to mislead 
the machine learning algorithm (Lobo, 2018).

An additional risk is the proliferation of AI-based 
tools. As underlined by Goosen et al. “malware and 
identity theft kits are easy to find and inexpensive 
to buy on dark web exchanges. AI-enabled attack 
kits are on the way, and we can expect that they 
will be readily available at commodity prices in the 
next few years” (2018). This worrying trend can 
effectively limit the reach of predictive security 
analytics, especially if it is coupled with successful 
large data breaches. Some specialists even argue 
that predictive analytics will simply not become the 
effective and efficient cybersecurity tool expected. 
Dickson reports one of such comments; “if the 
surface area of your data is growing exponentially 
and the resources accessible to your attacker is 

growing, then even predictive analytics is no longer 
good enough because you simply don’t have the 
resources to react” (2016). 

4.1.4 Policy recommendations

 -    In order to use predictive analytics to 
its fullest, European policymakers should ensure 
the integrity of data. Here, there are two important 
measures to take. On the one hand, authorities 
should make sure that the amount and quality of 
the data are continuously controlled via human 
involvement. This will minimize the risk of an error 
going unnoticed for too long. On the other hand, 
policymakers should ensure that the datasets are 
adequately protected against malicious attacks 
which could compromise the results. We welcome 
the Commission proposal for the establishment of 
National Cybersecurity Strategies by Member States 
and its comprehensive approach to cybersecurity, 
including training for individuals and improving 
cyber capabilities (European Commission, NIS2 
Proposal 2021).

 -    Data gathering and maintenance is a 
relatively costly undertaking. While large companies 
might have sufficient resources to use predictive 
cybersecurity tools, SMEs will require assistance. 
In line with the new EU Cybersecurity Strategy, 
European policymakers should support SMEs in 
acquiring the necessary algorithms and datasets 
to use predictive analytics (European Commission, 
2020). In line with this recommendation, we 
welcome the Commission’s proposal for a NIS2 
Directive that includes the establishment of policies 
for “addressing specific needs of SMEs, in particular 
those excluded from the scope of this Directive, 
in relation to guidance and support in improving 
their resilience to cybersecurity threats” (European 
Commission, NIS2 Proposal 2021).

 -    One of the most significant challenges 
for companies and agencies is the lack of skilled 
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predictive cyber analysts. Marketing campaigns 
about the professions required including their 
prospects and benefits should be fostered. 
Moreover, authorities should introduce schemes 
to finance universities and life-long learning 
programs dedicated to predictive cyber analytics. 
While the Commission’s NIS2 proposal does not 
include a specific article on the lack of cybersecurity 
experts, we welcome the call for Member States 
to create “a policy on promoting and developing 
cybersecurity skills, awareness raising and research 
and development initiatives” (European Commission, 
NIS2 Proposal 2021).

 -    Relevant European authorities 
including the European Commission, Europol, 
and ENISA, should urgently address the issue of 
the proliferation of AI-based cyber-attack tools. 
These authorities should ensure that an arms 
race between cybersecurity providers and cyber-
criminals is avoided. An initial assessment of 
where these tools are made available and how this 
proliferation can be stopped should be conducted. 
In its NIS2 proposal, the Commission proposed 
several cybersecurity risk management measures. 
These measures are highly welcomed as they have 
the potential to minimize the threats posed by the 
proliferation of cyber-attack tools including AI-based 
ones (European Commission, NIS2 Proposal 2021).

Critical infrastructures, such as the energy 
plants, should be subject to heightened levels of 
cybersecurity. In this respect, the proposals for a 
heightened standard for cyber security AI systems 
used in critical infrastructures are supported.14

Besides individual, private cyber-threats, there is an 
increasing risk of AI-based state-sponsored cyber-

attacks. Backed by more resources, these attacks 
might have immense costs for states and citizens. As 
also highlighted in its Cybersecurity Strategy, the EU 
should make full use of its recent defence initiatives 
such as PESCO and the European Defence Fund to 
build Union-wide resilience against these threats 
(European Commission, 2020). Moreover, the EU 
should intensify its digital diplomacy efforts to create 
an international regime against state-sponsored 
cyber-attacks, including those that are AI-based. We 
welcome the Commission’s proposal to establish a 
“European cyber crises liaison organisation network 
(EU - CyCLONe)” (European Commission, NIS2 
Proposal 2021). A high-level of coordination against 
large-scale cyber-attacks and a technical input into a 
plausible political decision-making will be crucial to 
the success of the EU’s response to such attacks.

4.2 Predictive analytics and the environment

4.2.1 Definition and contextualization

Today’s Fourth Industrial Revolution has spurred 
citizens, businesses and governments not only 
towards unprecedented technological change 
and innovation-based solutions, but also fostered 
expectations of ever-increasing economic growth, 
something intensely fueled by the rise of artificial 
intelligence. Nonetheless, international treaties, 
such as the 2015 Paris Agreement, and the United 
Nations’ Sustainable Development Goals (SDGs) 
have prioritized addressing the societal implications 
of the thirst for more efficiency and competitiveness. 
At the level of the European Union, the highly 
ambitious Green Deal addresses the urgency of 
climate protection. Indeed, national and Community-
level welfare has been increasingly subject to social 
and environmental considerations, besides the 
race towards higher economic development. In 
addition, the EU Data Strategy envisages specific 
initiatives aimed at supporting the fight against 
global warming, by improving data availability and 

14 European Commission, Proposal for a Regulation of the European Parlia-
ment and of the Council laying down harmonised rules on Artificial Intelligence (Artificial 
Intelligence Act) and amending certain Union Legislative Acts, Brussels, 21.4.2021. COM 
(2021) 206 final. Art. 15; European Commission, Proposal for Critical for a Directive on 
Resilience of Critical Entities. Brussels, 16.12.2020, COM(2020) 829 final, Arts. 10 and 11.
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usage and reducing the environmental footprint 
of the AI sector. For instance, the ‘GreenData4All’ 
initiative shall ease the climate-oriented actions 
of the public authorities, businesses and citizens, 
through creating a space for ‘green’ data, following 
the revisions of the Directive establishing an 
Infrastructure for Spatial Information in the EU 
and the Directive on the Access to Environment 
Information. The Green Deal also sets the goal of 
decarbonising the energy system via transition to 
renewable energy sources (European Commission, 
2019). This is reflected in the initiative to found a 
common European energy data space, which seeks 
to promote data sharing in the energy sector in 
a manner that facilitates innovation, maintains 
consumer trust and supports decarbonization of the 
sector (European Commission, 2020a).

From a normative perspective, predictive analytics 
and the environment are, in fact, impressively 
intertwined. The values of the European Union 
build upon the UN’s SDGs, such as Good Health and 
Well-Being, Clean Water and Sanitation, Affordable 
and Clean Energy, Responsible Consumption and 
Production and Sustainable Cities and Communities. 
In the framework of the four freedoms and the 
cohesion objectives enshrined in the Treaties, the 
European Union promotes technological progress, 
as well as sustainable economic development, 
ensured by a highly competitive market economy 
- though not at the expense of environmental 
protection.

As such, the extensive application of predictive 
analytics in the climate-related sector is encouraged, 
inter alia, by citizens’ rights to environmental 
protection and SDG 13 on Climate Action supporting 
the decarbonization of the European industry, 
while stimulating economic efficiency and fostering 
research and development. Apart from economic 
considerations, these same values inform the 
governance of artificial intelligence and predictive 
analytics, which has to be maintained in line with fair 

and just working conditions, while not hampering 
environmental progress.

4.2.2 Cost-benefit analysis of applying predictive 
analytics in the environmental sector

If one chooses to undergo a cost-benefit analysis of 
applying predictive analytics to the environment, one 
is able to instantly acknowledge its great potential, 
due to several sector-specific strengths. Firstly, 
predictive analytics supports the generation of more 
accurate climate forecasts (policy-related or not). 
Next, it increases the productivity and efficiency of 
industrial processes (contributing to the reduction 
of the carbon footprint of various industries). 
Moreover, it contributes to the creation of ‘smart’ 
cities and traffic management (for example, through 
building information modeling and e-mobility); 
and strengthens the European competitiveness 
of renewable energy sources in relation to fossil 
fuels. Concerning this latter advantage, predictive 
analytics is capable of forecasting wind and 
solar conditions and the quantity of energy to be 
produced in consequence (Lauterbach & Bonime-
Blanc, 2018), optimizing photovoltaic energy power 
stations and enforcing greater control on water 
flows when it comes to hydroelectric power. Further 
energy efficiency gains may be gained through 
more accurate demand management, as AI-backed 
solutions have the potential to “gauge, learn 
and anticipate user behavior to optimize energy 
consumption” (Lauterbach & Bonime-Blanc, 2018) 
and consequently also energy storage and  
electricity trading. 

Furthermore, artificial intelligence and the 
application of predictive analytics to the 
environmental sector represent an essential asset 
for the current EU-level climate objectives, namely 
the modernization of the energy grids across 
Member States. Taking note of the example of the 
US model, a smart grid infrastructure is aimed at, so 
that a network which ensures the two-way flow of 
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energy and information is fostered (Wolfe 2017). The 
White Paper on Artificial Intelligence also stresses 
the major contribution of big data to sustainability, 
recognizing the need to reconcile the green and 
digital transitions (European Commission, 2020b). 
At the same time, it underlines the necessity for 
reducing the negative environmental impact of 
AI systems and big data centers across the entire 
supply chain, which points at the weaknesses of this 
sort of technology.

Despite all the aforementioned strengths, predictive 
analytics and, implicitly, artificial intelligence 
increasingly require massive amounts of energy 
or computing power, in order for algorithms to 
be designed and trained repeatedly. One can 
thus acknowledge the large CO2 footprints of AI 
technologies. For instance, the research process 
underlying the algorithm able to solve a Rubik’s 
Cube is assessed to have consumed around 2.8 GWh 
of electricity, which is the equivalent of the output 
of three nuclear power plants per hour (Knight 
2020). Natural language processing algorithms are 
also well-known to have similar needs. Another 
downside of predictive analytics in the environment 
is represented by the high financial costs incurred 
especially by SMEs, accruing from the vast 
investments in AI solutions necessary, in order to 
preserve their competitiveness and accelerate their 
pace of innovation. 

4.2.3. Policy implications of predictive analytics in 
relation to the environment

Considering all the aforementioned advantages, 
as well as setbacks, predictive analytics still 
contains important opportunities for long-term 
use in the environmental sector. Firstly, it seems 
that there are several ways to overcome the 
huge energy consumption requirements of AI 
technologies. García Martín et al. (2019) present 
various approaches to the estimation of energy 
consumption (e.g. monitoring tools, such as the 

ARM Streamline Performance Analyser), which can 
also be applicable to machine learning. Provided 
the industry applies such monitoring tools, artificial 
intelligence can efficiently and sustainably contribute 
to fighting global warming. To this, the European 
Commission adds a rather institutional flavor, 
pushing towards reconciling the digital and green 
transitions by means of a system ‘of excellence’ and 
‘of trust’, as mentioned in the AI White Paper. Last 
but not least, the EU’s Copernicus, a satellite-based 
Earth observation technology, already contributes 
to the optimization of water resource management, 
biodiversity, air quality and agriculture, through 
monitoring and predicting rising temperatures on 
river flows. This is only one example of the feasible 
application of predictive analytics in the environment 
which has proved successful.

Nonetheless, on the other side of the spectrum, 
the threats of predictive analytics continue to raise 
concerns about fully accounting for citizens’ rights 
in policy-making. For instance, if the previously 
mentioned disadvantages remain unresolved, 
the problem of massive energy consumption by 
machine-learning algorithms will only deepen the 
climate crisis and existing social and territorial 
disparities across the Union, hindering the progress 
towards a more sustainable and greener future. 
The top three greenhouse gas emitters in the 
AI industry, namely computer producers, data 
centers and telecoms (Wolfe 2017) need to be paid 
the most attention to. The impact of deploying 
AI on competition and consumer welfare in the 
energy sector should be monitored, with a view 
of its potential to faciliate very fine-grained price-
discrimination. The entry of Big Tech companies 
into the sector (Hook & Lee 2021) raises further 
questions on how the companies reuse energy-
related data.
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4.2.4. Concluding remarks and policy 
recommendations

In conclusion, when designing public policies and 
applying predictive analytics in the environmental 
sector, decision-makers need not overlook the 
normative importance of the right to environmental 
protection, to a healthy and sustainable 
environment, to the fight against climate change, 
clean air and food security, among many others. 
Thus, policy-makers should constantly construct 
policies with the respect of these values in mind, 
which is why the European Commission’s White 
Paper on AI aims at reconciling the digital and green 
transitions Artificial intelligence has proven to be a 
critical weapon of the European Union in the fight 
against global warming, which should be further 
exploited. In light of the additional action needed 
to achieve greater sustainable, we present several 
policy recommendations on the further steps to be 
followed by the EU:

 1. The European Union should actively 
monitor the energy consumption of the highest 
energy-consuming AI players and set ambitious 
thresholds for carbon emissions, the surpassing of 
which should trigger either levies, or their inclusion 
in the EU Emissions Trading System;

 2. In line with the need for enhanced 
monitoring, the European Union should also include 
in its surveillance spectrum other novel and multi-
purpose technologies, such as blockchain, which is 
also highly energy-consuming (Rowlatt, 2020);

 3. The European Union should support the 
innovation of new chip architectures, as well as novel 
algorithm-related training exercises, which demand 
less energy, by means of a higher deployment of 
research and development funding;

 4. The European Union should find ways 
to offset energy demand in one sector, by means 

of reducing energy usage in other sector(s), in a 
balanced manner;

 5. The European Union should continue to 
incentivize companies, especially Cloud providers, 
to address the problem of excessive power 
consumption resulting from developing and training 
algorithms. Investing in new fuel cells, monitoring 
temperatures and optimizing networks in telecom 
are among the desirable solutions. Regulatory 
sandboxes should be established to test appropriate 
optimization processes for AI as well as the suitable 
regulatory tools aiming at the reduction of carbon-
emissions of the technology (Federal Ministry of 
Economic Affairs and Energy, 2020).

 6. The European Union should support its 
global competitiveness in the field of renewable 
energy, while establishing an international standard 
for technology that protects the fundamental rights 
of consumers, such as the right to data protection 
and non-discrimination.

 7. The European Union should monitor 
the application of AI and predictive analytics in 
the energy sector to foster decarbonization and 
consumer welfare.

4.3 Predictive maintenance

4.3.1 Definition

Predictive maintenance is a use of predictive 
analytics to monitor the performance and condition 
of the equipment in an industry during normal 
operation to reduce the likelihood of failures or at 
least predict failures before they occur (Reliable 
Plant, 2019). When it is used, the behaviour of the 
maintenance workers changes from a reactive to a 
proactive mindset because they try to predict and 
be ready to counter failures. (Reliable Plant, 2019). 
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Predictive analytics is also used “to catch unexpected 
failures and alleviate unexpected and costly 
downtime” (Reliable Plant, 2019). Landgrebe, Supe, 
and Schaefer-Kehnert (2019) give a similar definition 
and point out the fact that “predictive maintenance 
shortens or prevents downtimes and thus increases 
productivity in production”, when referring to the 
manufacturing sector in the automotive industry 
for example. Additionally to detecting whether and 
when defects will occur, they also acknowledge the 
fact that predictive maintenance can detect the 
extent of the defect spotted (Landgrebe, Supe, and 
Schaefer-Kehnert, 2019). Additionally, Hackner and 
Lehle (2017) highlight that predictive diagnostics, 
which are equivalent to predictive maintenance, 
indeed aim to predict component breakdowns 
during daily operation. These predictions also 
allow planning the maintenance window or 
changing the affected component sooner, leading 
to the conversion of unplanned breakdowns into 
predictable maintenance events (Hackner and  
Lehle, 2017).

In order to make these predictions, predictive 
analytics relies on a variety of techniques and 
technologies. Most of the time, sensors are used to 
collect the data needed (Passlick et al, 2020; Hackner 
and Lehle, 2017; Andersson and Jonsson, 2018; 
Landgrebe, Supe and Schaefer-Kehnert, 2019). The 
need for maintenance can be identified relying on 
vibration analysis, thermal images, trend analysis 
and simulation (Passlick et al. 2020). In the industrial 
world, one of the most versatile technologies is the 
infrared technology which can identify hotspots and 
detect thermal anomalies in the process system 
(Reliable Plant, 2019). Another widely used technique 
is acoustic monitoring which can detect leaks in the 
equipment – be it gas, liquid or vacuum – but the 
problem with this technology is that the (ultra) sonic 
technology can be very expensive (Reliable Plant, 
2019). Vibration analysis is also used, but mostly for 
the high-speed rotating equipment, and it works by 
analysing the vibration patterns in order to detect 

misalignment, unbalanced components or loose 
mechanical components for example (Reliable Plant, 
2019). Yet another technology that can be used is 
oil analysis and it is used to check the condition 
of the oil and determine if particles or other 
components are present in it (Reliable Plant, 2019). 
There are many techniques to perform predictive 
maintenance, but it is vital to use the right technique 
to get the best and most reliable results (Reliable 
Plant, 2019).

Landgrebe, Supe and Schaefer-Kehnert (2019) 
highlight the fact that many industries produce very 
high amounts of data but that most of the time, 
this data is not used in a way to get the most value 
added possible from it. This growing amount of data 
reduces the utility of manual processes which are 
slower, more costly, and can lead to more errors 
than if the data is used by intelligent algorithms 
(Landgrebe, Supe and Schaefer-Kehnert, 2019). 
Indeed, using intelligent methods to utilize the data 
produced can lead to the creation of added value, 
by generating benefits and profits (Landgrebe, Supe 
and Schaefer-Kehnert, 2019).

As could be expected from the previous 
explanations, examples of use of predictive 
maintenance can be found in many different 
contexts. One example is its use in cars, when 
they are equipped with technologies to give a 
signal about when the car should be checked, they 
can also be found in manufacturing industries 
employing machines, or also in the railway sector. 
Landgrebe, Supe and Schaefer-Kehnert (2019) 
particularly highlight the importance of avoiding 
as much as possible dowtimes in the production 
lines, especially the ones that are not planned. One 
of their examples is the automotive manufactures, 
where it is important that the production never 
stops (Landgrebe, Supe and Schaefer-Kehnert, 
2019). The condition of the production machines 
is monitored through different sensors, the data is 
then analysed and various visualization tools are 



28

used to make it easy for employees to spot what 
type of maintenance is required where and initiate 
the process (Landgrebe, Supe and Schaefer-Kehnert, 
2019). When applied to energy infrastructure, 
predictive maintenance may have an additional 
benefit of enabling a better the control of emissions 
(Lauterbach & Bonime-Blanc, 2018).

Still linked to the cars, Hackner and Lehle (2017) 
show that predictive diagnostics can be used “to 
enhance the availability, optimize maintenance 
intervals and reduce maintenance time and costs 
of vehicles and machines”. In this case, predictive 
maintenance is used in the aftermarket and repair 
service environment. This environment is very 
competitive, meaning that anything a firm can do to 
stand out is very impactful. Predictive maintenance 
can hence be used to improve and strengthen 
customer retention and satisfaction by reducing 
the costs of maintenance as well as unexpected 
breakdowns, and downtimes (Hackner and Lehle, 
2017). Linked to this application, Andersson and 
Jonsson (2018) present different techniques to use 
‘product-in-use data’ - data from the vehicle on-
board and manufacturing system - to improve the 
performance of the demand planning process for 
automotive aftermarket services. Again, by using 
this data, the duration of downtime and costs can 
be decreased because the breakdown is ‘planned’ - 
implying for example that spare parts are ordered 
only when they are actually needed - or taken care of 
before it happens (Andersson and Jonsson, 2018).

The previous examples show that predictive 
maintenance can be used in industries, for example 
production and manufacturing ones, or cars, be it 
for the actual monitoring of the car’s condition or 
for the planning of repairs needed. Since predictive 
maintenance is useful for cars aftermarket, it is 
believed that it can also be used in the aftermarket 
of other electronics equipment that can be 
connected. Mort (2021) for example refers to the 
case where predictive maintenance is used in a 

smart coffee machine by monitoring data about 
the amount and types of coffee used as well as the 
number cleaning cycles performed. The collection 
of data allows predictive maintenance analytics to 
be used, which decreases the amount of time the 
coffee machine will have to go to the repair shop 
because the technicians already knew the machine 
would have to be maintained (Mort, 2021). It is 
easy to imagine that similar types of monitoring 
could be used on other household electronics 
such as washing machines, clothes dryers, laptops, 
refrigerators etc. Using predictive maintenance for 
home appliances became possible in 2019, after 
a supplier of advanced semiconductor solutions 
launched a Failure Detection e-AI Solution for 
motor-equipped home appliances (Businesswire, 
2019). This solution can detect motor abnormalities 
in home appliances and deliver a signal when 
something is detected (Businesswire, 2019). Again, 
this solution increases the efficiency of maintenance 
operations, but it also improves the safety of the 
products by detecting faults before they occur 
(Businesswire, 2019). This solution is an example 
of how predictive maintenance can be used by 
consumers as well.

One final example presented by Hoffmann et al. 
(2020) highlights the use of predictive maintenance 
in the electrical grid. Many developments are 
happening in the energy sector, making changes 
indispensable to adapt to the new and higher 
demand, the use of predictive maintenance is then 
crucial for preventing critical failures (Hoffmann 
et al., 2020) This maintenance again uses several 
sensors, covering thermal, mechanical, and partial 
discharge aspects of switchgear (Hoffman et  
al., 2020).

PWC and Mainnovation carried out a market survey 
in 2017 to assess the situation regarding the use 
of predictive maintenance by firms in Belgium, 
Germany and the Netherlands (Mulders and 
Haarman, 2017). They found that two thirds of the 



respondents are still only using visual or instrument 
inspections (Mulders and Haarman, 2017). And only 
11% are actually starting to base their decision-
making on big data analytics (Mulders and Haarman, 
2017). Even though predictive maintenance is not 
fully used in many of the companies, most of them 
plan to improve their use of big data analytics 
(Mulders and Haarman, 2017). Among the different 
factors motivating the implementation of predictive 
maintenance, uptime improvement is the most 
important one for the companies surveyed, followed 
by the traditional value drivers: “cost reductions, 
lifetime extension for aging assets, and the 
reduction of safety, health, environment and quality 
risks” (Mulders and Haarman, 2017).

4.3.2 Use of predictive analytics – strengths and 
weaknesses of predictive maintenance

Predictive analytics, which is about collecting 
and using data to make predictions, is of course 
very important for the functioning of predictive 
maintenance. Indeed, in order to be able to use 
predictive maintenance, industries have to be able 
to collect the data needed using techniques such 
as the ones presented before. Additionally, the 
industry needs to have the expertise to use that data 
and get results that can be interpreted and used 
to predict the failure of the machines monitored. 
By using predictive analytics to perform predictive 
maintenance, the industry can gain a lot. Three 
of the strengths linked to the use of predictive 
maintenance are here described:

One first strength of predictive maintenance is the 
fact that it can help to reduce the maintenance 
costs of the machines (Deloitte, 2017; European 
Commission, 2017). Indeed, by using predictive 
maintenance, an industry could determine when 
a certain part of the machine should be changed. 
This change reduces the costs because, by using 
predictive maintenance, it could be noted that a 
certain piece needs to be changed even if it is not 

directly visible from the outside. And changing 
this piece based on the results of the predictive 
maintenance could allow the firm to only incur the 
cost of replacing this particular piece of the machine 
instead of having to incur costs for replacing 
several pieces of the machine that could have been 
damaged because the first piece has not been 
changed on time. The use of the technology may 
lower the risk of human hazard, both in the case of 
accidents resulting from malfunction and dangerous 
repair operations.

A second important strength of using predictive 
analytics is the fact that it reduces unexpected 
downtimes, and hence also the losses linked to 
them (Parker, 2020; Landgrebe, Supe, and Schaefer-
Kehnert, 2019). Indeed, by using predictive analytics, 
it is possible to know when a machine will have 
to be stopped to be repaired, which means that 
this downtime can be planned in advance and 
the adequate measures can be taken in order to 
minimize the loss due to the fact that the machine 
has to be stopped. Additionally, when industries 
are not using predictive maintenance, they try to 
avoid the unexpected breakdowns of the machines 
and hence some regular checks on the machines 
are planned, meaning that the machines have to be 
stopped on a regular basis, and sometimes for no 
good reason. Predictive maintenance also solves 
this problem because as long as the system does 
not notify the workers of a possible breakdown, 
the machine does not have to be stopped, hence 
avoiding some unneeded downtime.

A third strength is that the data needed to make 
the predictions is collected directly through sensors 
while the machine is functioning, in most of the 
cases (Reliable Plant, 2019; Deloitte, 2017). Again, 
this is linked to an important gain in time and 
costs. Furthermore, predictive maintenance in the 
energy sector can contribute to the management of 
renewable energy sources (Lauterbach & Bonime-
Blanc, 2018)

29
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Obviously there are also some weaknesses linked 
with the use of predictive maintenance.First, 
predictive maintenance relies on some technology 
which has to be acquired by the firm in order to 
be able to use predictive maintenance and enjoy 
the benefits linked to it. The acquisition of the 
technology needed can come at a great cost for 
the firm (Reliable Plant, 2019). Additionally, the 
technology and the results produced also have to 
be used adequately, which means that there should 
be employees in the industry who are trained for 
using the technology and interpreting the results 
(Reliable Plant, 2019; Mulders and Haarman, 2017). 
This training of the employees can also come at high 
costs for the industry.

Secondly, and linked to the first weakness, if the 
industry does not have the means to collect, analyse, 
and interpret the data from their machines itself, 
it can ask an external firm to perform these tasks, 
but of course that comes at a significant cost as well 
(Reliable Plant, 2019). In line with these
two weaknesses, companies often cite technology, 
budget and culture as factors that are critical for the 
implementation of predictive maintenance (Mulders 
and Haarman, 2017).

A third weakness of using predictive maintenance 
is found in the research by Landgrebe, Supe and 
Schaefer-Kehnert (2019). They argue that to have 
the guarantee that the results are accurate, it is 
essential to have accurate, up-to-date, and cleansed 
data (Landgrebe, Supe and Schaefer-Kehnert, 2019). 
Linked to this, when talking about using predictive 
maintenance in the aftermarket of cars, for example, 
there is also a weakness of this technique. Indeed, 
in order to be able to plan the repairs needed for a 
car, the owner of the car has to accept the constant 
monitoring of its car (Andersson and Jonsson, 2018). 
The availability of data is mentioned the most often 
as being a critical success factor by companies in a 
survey in 2017 (Mulders and Haarman, 2017).

4.3.3 Threats and opportunities of using predictive 
maintenance

In addition to these strengths and weaknesses, 
the use of predictive maintenance is also linked to 
certain opportunities and threats which should be 
addressed by appropriate policies in order to make 
the most out of the use of predictive maintenance.

Two opportunities that arise when thinking about 
the use of predictive maintenance are the increased 
competitiveness of the firm and the possibility to 
share the results.

Indeed, as explained before, by using predictive 
maintenance, a firm could considerably reduce 
its maintenance costs as well as costs linked to 
the time of production lost when the machine 
has to be stopped unexpectedly. The fact that 
the company can reduce these costs makes it 
more competitive in the market (Reliable Plant, 
2019). Overall the competition hence intensifies 
and the cost of the products is decreased - due to 
the lower costs incurred by the firms but also the 
intensified competition. This intensified competition 
encourages more firms to invest in the technology 
needed to perform predictive maintenance to not be 
left behind in the market and is hence beneficial for 
the consumers.

Since predictive maintenance uses data to predict 
machine break-downs, a bigger amount of data 
available makes the predictions more accurate. 
The amount of data available for making the 
predictions can be increased by using the data 
collected by several industries simultaneously, 
leading to higher accuracy of the predictions 
(Deloitte, 2017). Additionally, the same machines are 
used in different industries, which means that the 
predictions made by using predictive maintenance in 
one industry can be used by other industries using 
the same machines (Deloitte, 2017). This transfer of 
information between industries is useful because 
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it allows some industries to access predictions of 
break-downs even without being equipped for 
performing predictive maintenance themselves, or 
on the contrary, it increases the data available to 
make predictions even more due to the pooling of 
data collected in the different industries.

There are obviously also some threats linked to the 
use of predictive maintenance.

The first threat is linked to the first opportunity in 
the sense that it relates to competition. However, 
the threat is not linked to the market competition 
itself and the fact that predictive maintenance 
intensifies this competition. The threat relates to 
the effect on competition in the aftermarket of 
products. Indeed, the fact that some firms use 
predictive maintenance means that they are able 
to collect the data needed to detect failures. They 
would then communicate the need for repairs to 
the consumer, but they could also influence the 
consumer on its choice of maintenance service and 
direct them towards their own maintenance services 
or affiliates only. The use of predictive maintenance, 
and the collection of data linked to it, hence affects 
the competition in the aftermarket of the products 
as well and could give a prominent place to the firms 
using predictive maintenance compared to others, 
especially if the firms do not share the data collected 
with other companies and competitors (McCarthy et 
al., 2017). The fact that the consumers are nudged 
by the firm collecting the data to go to specific repair 
services is problematic because it can preclude 
them from the benefit of receiving the same service 
for a more affordable price. The link between firms 
not sharing the data they collect and a weakening 
of the competition was indeed found in one report 
about competition law and data by the ‘Autorité de 
la concurrence’ and the ‘Bundeskartellamt’ in 2016. 
They highlight different ways that some competitors 
could be deprived from access to data. The most 
relevant one for this case is the case of tied sales 
and cross-usage datasets, where they specify that 

“data collected on a given market could be used by a 
company to develop or to increase its market power 
on another market in an anti-competitive way” 
(Autorité de la concurrence and Bundeskartellamt, 
2016). This is exactly what can happen when 
a company collects data through predictive 
maintenance and uses it to nudge consumers to go 
to certain repair shops, influencing their power in 
the aftermarket.

A second threat is the fact that the use of predictive 
analysis could lead to moral hazard, which can 
be separated into two different types. First, since 
predictive analysis is used to predict failures 
of the machines and the moments when some 
pieces need to be replaced for example, people 
could be tempted to be over-reliant on these 
predictions and ignore some important signs that 
the machine is not working well for as long as the 
predictive maintenance does not point to a problem 
for example, or ignore the possibility that the 
technology used for predictive maintenance might 
be defective or biased (because it is still based on 
data that needs to be trained). This could have very 
serious implications, cost-wise but also safety-wise. 
One obvious example of this threat is for the use 
of predictive maintenance in cars. As long as the 
car does not indicate to the user that something is 
wrong with their car, they would continue driving 
and not worry about possible defects. If a car is 
equipped with pressure detection in the tires, users 
might not check this pressure on a regular basis. 
If the pressure sensor is faulty, they might hence 
drive on too low pressured tires, which could be 
dangerous. Additionally, linked to the application 
of predictive maintenance in the aftermarket 
presented by Andersson and Jonsson (2018), where 
they state that the repair shop can base their stock 
of spare parts on results of predictive maintenance 
to only have the part in stock when it is needed, if 
the predictive maintenance mechanism is faulty, 
the needed part might not be in stock when it is 
needed and would only have to be ordered when 
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the default occurs, increasing significantly the 
downtime of the car. This is the moral hazard that 
predictive maintenance creates for consumers. 
Where predictive maintenance is applied to critical 
infrastructures, such as energy plants, the AI 
system should be trained to take into account also 
possible disruptive events, such as extreme weather 
conditions. Where this is not technically feasible for 
example in the absence of relevant training data,  
EU policy makers should push for standardised 
plans for equipment breakdowns that cannot be 
predicted with AI.

However, the use of predictive maintenance can also 
lead to moral hazard for the companies themselves. 
This second type of moral hazard is linked to the 
access to data. For example, it is possible that 
a company gets its machinery through another 
company and that this second company is the 
one monitoring the state of the machines through 
predictive maintenance and hence deciding when 
the machines need to be repaired. In this case, 
only the monitoring company would have access 
to the data collected and representing the state 
of the machines. This could lead to two problems. 
The company monitoring the state of the machines 
could cheat and not entirely rely on the data to 
decide when the machines need maintenance or 
replacement. Indeed, the monitoring company could 
benefit from more frequent maintenance of the 
machines and hence initiate it even when it is not 
needed. If the company using the machines does not 
have access to the data it has no other choice but to 
trust the monitoring company. The second problem 
also comes from the fact that the company using 
the machines does not have access to the data. 
Indeed, since they do not have access to the data, 
they cannot make their own analysis to try to deduce 
what behaviour is most problematic. In other words, 
without having access to the data, the company 
using the machine cannot know how it could use the 
machines better to make them last longer, and it is 
also completely reliant on the monitoring company 

to make diagnostics and decisions about the state of 
the machines.

A third threat is linked to the fact that predictive 
maintenance is based on data collection and 
analysis. Khan et al. (2019) highlight the fact that 
improper security measures and inadequate privacy-
preserving mechanisms in the implementation of 
Consumer Electronics Internet of Things (CEIoT) 
can allow hackers to access this data and use it for 
bad purposes. They describe CEIoT devices and 
products as serving two purposes: optimizing the 
general purpose tasks for consumer’s assistance 
and comfort, and communicating with other 
Internet of Things (IoT) devices for specific services 
through internet connection (Khan et al., 2019). 
The CEIoT devices are hence connected and the 
collection of data from their use could be used for 
predictive maintenance purposes. The link between 
CEIoT and predictive maintenance shows that the 
weaknesses - lack of privacy and data security - 
linked to CEIoT can also be found in the monitoring 
of data for predictive maintenance. In short, since 
predictive maintenance relies on data collection 
and sharing, there is a possibility that the collected 
data is accessed by hackers and used for wrong 
purposes, decreasing the willingness of customers 
to accept sharing their data, which is crucial for the 
functioning of predictive maintenance.

4.3.4 Policy recommendations

To respond to the threats of using predictive 
maintenance identified before, it is possible to 
develop policy recommendations. 

Regarding the possibility of competition distortions 
caused by the collection of data by companies 
without sharing it, it would be possible to implement 
a policy reducing the competition distortion. In a 
report for the European Commission, McCarthy et al. 
(2017) indeed acknowledged that “subject
to prior consent of the data subject, all service 
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providers should be in an equal, fair, reasonable 
and non-discriminatory position to offer services 
to the data subject”. The policy in this case should 
then aim at the sharing of the data collected by the 
monitoring company to allow any repair service 
to access it and all be in an equal position in the 
aftermarket competition. This policy should also 
prevent monitoring companies to direct consumers  
towards particular repair services by default to  
avoid consumers missing the opportunity of  
cheaper services.

The second threat concerns the possibility of 
the creation of moral hazard through the use of 
predictive maintenance. The first type of moral 
hazard - an over-reliance of consumers on the 
predictive maintenance equipment - cannot really 
be solved by a policy. However, the second type 
of moral hazard - caused by the fact that the 
data is only available to the monitoring company, 
preventing verifications of their claims and 
adaptations in the use of the machines - can be 
solved to some extent through the implementation 
of a policy. This policy should contain clear data 
sharing rules. Indeed, the data collected by the 
monitoring company should be made available to 
the customer of the machines monitored (be it a 
firm or individuals) to allow them to make their own 
diagnostic of the state of the machine, but also to 
allow them to adapt their use of the machine based
on the data collected. Additionally, the data 
could also be made available to other monitoring 
companies in order to verify the claims made by the 
monitoring company, especially if the monitoring 
company is also the one taking care of the 
maintenance of the machines. 

The third threat - about privacy concerns regarding 
the data collection - can also be solved through the 
implementation of a policy. This policy however 
relates more to the cybersecurity field of predictive 
analytics and is not developed in depth here. In 
short, this policy should aim at making sure that 

the data collected through predictive maintenance 
is stored securely, that its sharing is controlled and 
that it is not used for the wrong purposes.

Policy recommendations can also be developed to 
make the most out of the opportunities of using 
predictive maintenance. For example, there could 
be incentives and means offered to train workers 
to use the technology, and to enjoy the benefits 
of using predictive maintenance. Policies could 
also be designed to provide collaboration and 
knowledge platforms in order to help training of the 
employees as well as facilitating matching between 
firms (European Commission, n. d.). These type of 
policies can also be used to facilitate access to a 
skilled workforce that has expertise in the fields 
of the Internet of Things, big data, and analytics if 
a firm cannot train its own employees, or simply 
raise the awareness of the value of using predictive 
maintenance (European Commission, n. d.).

4.4 Predictive analytics in agriculture

Agriculture plays a key role in the EU. 47% of the  
EU territory is used for agricultural purposes and 
40% of the EU budget is dedicated to agriculture 
(Eurostat, 2020, 12). Predictive analytics in 
agriculture has the potential to help farmers 
make decisions based on data in order to improve 
agricultural opportunities by removing any 
guesswork. Predictive analytics in agriculture helps 
farmers analyse relevant data coming from previous 
years in order to predict what could happen in the 
future. For example, farmers can create probabilistic 
models for seasonal forecasting. Such models, based 
on collected data, can help farmers predict what 
the best planting times and locations available are 
(Kritikos, 2017, 4). Employment of such technology 
would be aligned with the goals of EU agricultural 
policy to “increase agricultural productivity by 
promoting technical progress and by ensuring the 
rational development 
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of agricultural production”.15 

4.4.1 Strengths

In 2019, The EPRS released a study titled ‘Precision 
agriculture in Europe: Legal, social and ethical 
considerations’. “Precision agriculture” refers to 
a “farming management concept using digital 
techniques for monitoring and optimising 
agricultural production processes” (Kritikos, 2017, 
1). Hence, predictive analytics in agriculture can be 
considered a subset of precision agriculture. One 
of the main benefits of predictive analytics is that 
it can improve efficiency in farming. As the global 
population is expected to rise, the global demand 
for food will increase: predictive analytics can help 
agricultural suppliers to meet that demand. It 
can also help optimise supply chain management 
(Kritikos, 2017, 15) by mapping out exactly 
where the agricultural products are and predict 
changes in consumer demand. Predictive analytics 
might also help the EU in moving towards more 
sustainable farming. One of the greatest challenges 
in agriculture is dealing with climate change. 
Predictive analytics can help address this challenge 
by providing better resource management. For 
example, precision farming can minimize risks to 
crop health (Kritikos, 2017, 21). It can also be used to 
optimise harvesting periods (Kritikos, 2017, 28). This 
leads to less waste. The EU recognised the potential 
of applying artificial intelligence to agriculture. In 
its White Paper, the EU Commission recognises 
similar benefits as Kritikos in the field of artificial 
intelligence: artificial intelligence has the potential 
to increase efficiency in farming, lead to business 
development in the agricultural sector, contribute to 
climate change mitigation and adaptation (European 
Commission, 2020b).

4.4.2 Weaknesses

However, there are certain weaknesses that one 
should take into consideration. Those weaknesses 
are similar to the ones found in predictive 
maintenance. According to a declaration signed 
by 24 Member states on EU agriculture, “the use 
of digital technology in agriculture and rural areas 
in the EU is, on average, low” (General Secretariat 
of the Council, 2019, 2). First, predictive analytics 
in agriculture relies on technology that has to be 
acquired by the farmers. This can be very costly for 
them. Furthermore, farmers do not have access 
to reliable cost/benefit analyses of the application 
of new technologies on their fields. This can lead 
them to hold off from investing (Kritikos, 2017, 2). 
Second, the infrastructure of rural areas may be 
incompatible with using predictive analytics, for 
example due to lack of broadband access or poor 
internet connection on farms and fields. (Kritikos 
2017, 10). In 2017, 53% of rural areas in the EU did 
not have fast broadband connectivity, preventing 
them from benefiting from the advantages of 
digitalisation (General Secretariat of the Council, 
2019, 2). Thirdly, predictive analytics is knowledge-
intensive and requires large amounts of data to be 
processed. Farmers need to be trained to learn how 
to use these new tools and how to interpret data in 
order to benefit from predictive analytics and make 
it a useful decision-making tool.

15  Art. 39 TFEU.
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4.4.3 Opportunities and threats

As we saw, predictive analytics may make farming 
more efficient and could also make it more 
sustainable. On top of that, predictive analytics can 
offer opportunities when it comes to food safety. 
Predictive analytics has the potential to quickly 
detect the source of a possible contamination: for 
example, a program developed by NASA can assess 
environmental risks for microbial contamination 
of crops before their harvest (Oryang et al., 2014). 
Another opportunity concerns animal welfare. 
Farmers in the Guangxi region, China, have started 
using a facial recognition software for pigs (Milne, 
2020). Similarly to humans, pigs have idiosyncratic 
faces. The software can monitor the pigs’ behaviour. 
An advantage of using such technology is that it can 
improve welfare on farms, as it has the ability to 
detect warning signs before a pig gets sick or hungry 
(Piñeiro et al., 2019, 13).

However, certain threats are associated with the 
use of predictive analytics in agriculture. A first 
threat is the possible increase in inequalities in the 
agricultural sector. Similarly to what can happen 
in predictive maintenance, if certain farms have 
access to predictive analytics whilst others do not, 
because of the lack of financial means or expertise, 
the market competition can be distorted. A related 
potential threat is that predictive analytics could 
aggravate market concentration. If certain farms 
can use predictive analytics, they can hold data, 
learn from it, and make increasingly accurate 
predictions, which can make them even more 
efficient. Large farms would then benefit from 
new technologies, whilst small farms might be 
left behind, creating further market concentration 
(Milne, 2020). For example, when Bayer proposed 
to acquire Monsanto, the European Commission 
expressed concerns that a merger between both 
giants would strengthen market concentration in 
markets as Bayer is an important market challenger 
of Monsanto in certain domains. The EU wishes 

to maintain competition in the emerging digital 
agriculture sector, and the merger might have led to 
a loss of competition in the EU between Monsanto’s 
and Bayer’s digital platforms (Ezrachi & Stucke 2020, 
71) (European Commission, 2018).

Another threat in data-driven agriculture concerns 
the specification of data produced in the agricultural 
sector. As noted in the European Data Strategy, data 
is “one key element to enhance the sustainability 
performance and competitiveness of the agricultural 
sector” (European Commission 2020a, Appendix 
§ 7, 31). Predictive analytics relies heavily on 
information, and there are a variety of actors 
involved in collecting, processing, and sharing the 
data (Kritikos, 2017, 14). As Kritikos notes, these 
include “producers, data collectors and managers, 
independent agricultural data banks and data 
cooperatives”. Not only are there many actors, but 
a single farm can produce many different types 
of data, which can be classified “agronomic data, 
financial data, compliance data, meteorological 
data, environmental data, machine data”, etc. Some 
of these categories, such as staff data, qualify as 
personal data, as they refer to a ‘natural person’ 
(Kritikos 2017, 15). According to Kritikos, whether 
data is personal or not should be done on a case-by-
case basis, according to what the data is used for. 
For example, one difficulty concerning the nature 
of data is that data about the size of fields might 
not qualify as personal, but with this data, one can 
approximately determine the income of the farmer, 
which then qualifies as personal data. This shows 
how the line between personal and non-personal 
data is blurry.

Non-personal data (which does not refer to a 
‘natural’ person) leads to other data-related 
challenges. Predictive analytics in agriculture raise 
concern about access to data and the ownership of 
aggregated data. As Kritikos (2017, 16) frames the 
problem:
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“Who owns the data? Do you own the data (as 
an individual or a business) or does another 
organisation own it? Does using a particular software 
service mean that ownership is transferred to the 
service provider? Who ought to have access to the 
data generated by precision agricultural equipment? 
Who owns the secondary and tertiary uses of the 
data; can this ownership be limited or expanded, 
and in what way? Who is the owner if the data is 
collected under a separate contract (e.g., custom 
harvesting or custom applicator)?”

Hence, one of the main challenges in predictive 
analytics in agriculture is about clarifying who legally 
has the control over data. If this is not done, it can 
lead to threats for farmers as misuse of agricultural 
data can happen. Some kinds of misuse are price 
manipulations and higher prices in supermarkets 
(Weijnen & Ruhaak, 2019a). For example, in the 
United States, a data company hired by farmers to 
help them work more efficiently has been accused 
to have resold data to a number of food companies 
that used the information to artificially inflate 
supermarket sales prices. Also in the United States, 
some chicken farmers sued large chicken meat 
sellers who used business-sensitive data from the 
farmers in order to keep the prices of chicken meat 
artificially low (Weijnen & Ruhaak, 2019b).

4.4.4 Policy recommendations

When it comes to predictive analytics, human rights, 
data protection and privacy, equal opportunities, 
fair market competition, as well as efficiency and 
increased productivity must all be taken into 
account. Efficiency and increased productivity must 
be balanced against access to equal opportunities 
and fair market competition. These values have 
all been recognised in the EU’s White Paper on 
Artificial Intelligence (EU Commission, 2020b). The 
EU supports the development of ‘trustworthy AI’, 
defined as artificial intelligence based on European 
values and rules (EU Commission 2020b, §2, 3).

Artificial intelligence in agriculture is getting more 
and more attention from the EU, and numerous 
policies and investments are put in place in order 
to increase the use of artificial intelligence in 
agriculture in the EU. For example, in 2012, the EU 
put in place the European Innovation Partnership 
for Agricultural productivity and Sustainability. Its 
aim is to contribute to the EU's strategy 'Europe 
2020' for smart and inclusive growth (EIP-AGRI, 
2019). Investments in R&D efforts are necessary to 
experiment and test where applications of predictive 
analytics may add long-term value to European 
agriculture and where not.

4.4.4.1 Data ownership

Policy-makers should focus on solving the problem 
of data ownership in order to make sure that 
predictive analytics can be deployed safely in 
agriculture. This means putting in place clear 
frameworks and legal instruments. The EU aims 
to create a ‘A Common European agriculture data 
space’, which would put in place a “neutral platform 
for sharing and pooling agricultural data, including 
both private and public data” (EU Strategy for Data, 
2020a, Appendix §7). Sharing and pooling data 
would help foster innovation, but it is key to first 
have clear regulations on how the data should be 
handled and protected. Giving more control to 
farmers over who can access and use machine-
generated data could be enshrined in the Data Act in 
2021 (EU Strategy for Data, 2020a, §5D).

4.4.4.2 Access to infrastructure and data literacy

In order to benefit from the opportunities that 
predictive analytics can offer, the EU should 
work towards facilitating the access of farmers to 
infrastructure that is compatible with fast internet 
service and broadband. This is consistent with the 
EU White Paper’s policy framework which aims 
to “create the right incentives to accelerate the 
adoption of solutions based on AI, including by small 
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and medium-sized enterprises” (EU Commission 
2020b, §2).

However, facilitating the access to infrastructure 
is not sufficient to support small-scale farmers. 
Training farmers or farm advisory services who 
wish to use predictive analytics on agricultural 
data management is also key to a successful 
implementation of predictive analytics in agriculture. 
As the EU’s White Paper on Artificial Intelligence 
points out, harnessing the capacity of the EU to 
invest in “(...) digital competences like data literacy, 
will increase Europe’s technical sovereignty” (2020, 
p.3). Furthermore, data literacy in necessary in 
order to create a functioning European data space 
(European Commission 2020b, §3):

“The functioning of the European data space will 
depend on the capacity of the EU to_invest in next-
generation technologies and infrastructures as well 
as in digital competences like data literacy.”

This is especially important as the European 
Data strategy cites skills and data literacy as one 
of the issues holding the EU back from realising 
its potential in the data economy (European 
Commission 2020a, §4 , 10-11).

Data literacy can be facilitated by having a platform 
in which farmers can share information. EIP-AGRI 
goes in this direction: their website has interactive 
features in which visitors can look at the different 
funding opportunities available, voice their research 
needs, and look for partners to connect with (EIP-
AGRI, 2019).

Access to infrastructure should be facilitated 
by funding which could be part of the common 
agricultural policy (CAP). The CAP helps rural 
community development. Between 2014 and 2020, 
resources of the CAP were directed towards “high-
speed technologies, improved internet services 
and infrastructure to 18 million rural citizens” 

(EU Commission, 2020c). During 2021 and 2022, 
the CAP is going through a transitional period. In 
2023, pending final agreement from the European 
Parliament and the Council of the European Union, 
new CAP strategic plans are due to be implemented. 
The future of the CAP “encourages increased 
investment in research and innovation and enables 
farmers and rural communities to benefit from it” 
(EU Commission, Future of the CAP). So far, the 
EU Commission wishes to use €10 billion from 
the Horizon Europe programme for research and 
innovation in agriculture, rural development, food, 
and the bioeconomy. On top of that, one of the 
focus areas of the Rural Developments Programme 
2014-2020 was to “enhance the accessibility, use 
and quality of information and communication 
technologies (ICT) in rural areas” (ENRD, 2016, 1). 
This shows the commitment of the EU to improve 
infrastructure in rural areas. Some of its aims are to 
create, improve or expand broadband infrastructure. 
However, from the perspective of precision farming, 
one should note that the aim of this focus area, 
which is access to and quality of information and 
communication technologies, cannot release its full 
potential if it is not also supported by a focus on 
increasing data literacy for farmers or increasing 
access to advisory services who are data literate.

4.4.4.3 Protection from market concentration

The EU should also work towards protecting farmers 
from market concentration and unfair competition. 
Through the Commission's merger control as was 
done when Bayer proposed the acquisition of 
Monsanto (Ezrachi & Stucke, 2020, 71).
In its White Paper on Artificial Intelligence, the EU 
expresses the importance of SMEs to access and 
use AI. Whilst small-scale farms could be considered 
SMEs, it is crucial for the EU to consider specifically 
how farmers will be affected by the use of predictive 
analytics, as SMEs and small-scale farmers can face 
different challenges. For example, limitations to 
broadband access might affect small-scale farmers 
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more than to traditional SMEs. Furthermore, whilst 
food production is crucial for the EU, farmers’ 
income is around 40% lower compared to non-
agricultural income (EU Commission, 2020c), and 
one of the objectives of the common agricultural 
policy is to “ensure a fair standard of living for the 
agricultural community, in particular by increasing 
the individual earnings of persons engaged in 
agriculture” (TFUE , Art. 39, §1b). In order to respect 
this objective, a special focus should be given 
to agriculture and farmers when drafting policy 
surrounding artificial intelligence.
Providing funds that would go towards facilitating 
access to infrastructure and data literacy would be 
helpful in ensuring that small-scale farmers are not 
left behind. This is consistent with the European 
Strategy for Data which speaks of “investments 
in skills and data literacy” (European Commission 
2020a, §5C, 20). The EU already aims to make 
available resources from Horizon Europe, Digital 
Europe Programme and the European Structural and 
Investment Funds in order to address the needs of 
rural areas (European Commission 2020b, §4A, 5 ). 
This could help farmers in rural areas to modernise 
their infrastructure. 
 
In building such a fund, it would be particularly 
important to consider the interests of farmers 
specifically - the aim is to empower farmers. For 
example, the White Paper on Artificial Intelligence 
focuses on the role of SMEs, without focusing on 
the specific challenges that small-scale farmers 
can face. In building a fund aiming to increase the 
provision of farm advisory services, it is important to 
take into consideration the fact that these advisory 
services should be impartial advisers, which means 
that some monitoring might be required. Advisory 
services need dedicated training in order to help 
farmers understand their position in the digital 
environments (Kritikos, 2020, 57).

4.5 Facial recognition

From mass surveillance to recruiting processes, from 
smartphones unlocking to electoral voting, facial 
recognition is not just one of the most important 
means of people identification16. It is also one of 
most controversial field of PA/AI application17. The 
statement comes as no surprise if we think that 
facial recognition was born in the same age than AI18 
and they are today complementary and completely 
interconnected19. Furthermore, its importance 
exponentially grew by the years, not only in terms 
of usage but also in terms of remuneration20. 
Therefore, it is hard today to ensure a fair balance 
between the possible benefits and the undiscussed 
menaces brought by this modern technology.

Despite the recurring “black box” constituted by the 
algorithm underlying its functioning, facial
recognition works quite intuitively. The process is 
divided in three phases: first of all, a face
appearing in a photo, a recorded or live video is 

16  Facial recognition technology analyses facial biometric features, which are 
only one of many people’s biometric characteristics technologically used in identification 
processes. Other examples can be fingerprints, retinal recognition, thermal scanner, 
and voice recognition.
17  Stark L., Facial Recognition is the Plutonium of AI, XRDS, Spring 2019, Vol. 
25, No. 3, pp. 50-55.
18  As reported by Press G., A Very Short History Of Artificial Intelligence 
(AI), 30.12.2016, at https://www.forbes.com/sites/gilpress/2016/12/30/a-very-short-hi-
story-of-artificial-intelligence-ai/?sh=715d8f 1c6fba, the term “Artificial Intelligence” was 
firstly coined in 1955 for a workshop organised by John McCarthy (Dartmouth College), 
Marvin Minsky (Harvard University), Nathaniel Rochester (IBM), and Claude Shannon 
(Bell Telephone Laboratories). The workshop actually took place in 1956, which was then 
referred to as the birthdate of this technology. On the other side, the first facial recogni-
tion experiment took place in 1060: Bledsoe-Wolf-Bisson’s "man-machine", in which the 
facial coordinates had to be inserted in the system by a human in order to have them 
processed by the computer (Nilsson, J. N., The Quest for Artificial Intelligence. A History 
of Ideas and Achievements, Cambridge University Press, 2010, http://www.cambridge.
org/us/0521122937).
19  Wiewiórowski W., AI and Facial Recognition: Challenges and Opportunities, 
21.02.2020, at https://edps.europa.eu/press-publications/press-news/blog/ai-and-fa-
cial-recognition-challenges-and-opportuniti es_en.
20  According to MarketsAndMarkets, facial recognition market will be worth 
$8.5 billion by 2025. For 2019 it was estimated at $3.2 billion (MarketsAndMarkets, Facial 
Recognition Market worth $8.5 billion by 2025, https://www.marketsandmarkets.com/
PressReleases/facial-recognition.asp). According to Market Research Future Report 
(MRFR), the global facial recognition market is expected to grow USD 8.93 billion at a 
CAGR (Compound Annual Growth Rate) of 19.68%, by the end of 2022 (https://www.
marketresearchfuture.com/reports/facial-recognition-market-1250).
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detected; then, the computer extracts an analogical
map of facial biometrics; finally, it compares it 
checks the correspondence with those included in 
the given database21. The purpose of the machinery 
is to check the identity of a given person. It is then
important to distinguish it from emotion recognition. 
Indeed, the latter also uses AI to analyse facial 
biometrics, yet with the purpose of guessing 
someone’s feelings. There is, therefore, a wider use 
of Predictive Analytics. In effect, this further step is 
not irrelevant and raises additional concerns to the 
ones regarding facial recognition itself.

4.5.1 Strengths

As the majority of AI-based technologies, facial 
recognition delivers precious opportunities and 
raises serious concerns at the same time. This 
duality is caused by the qualities and flaws of 
facial recognition. On one side, the process of 
identification is very quick, and the technology 
is easy to integrate with the majority of security 
software thus allowing remarkable savings22.  
Also, it is completely automated and does not 
require human intervention, humans have mainly 
charged with oversight functions. Furthermore,  
face recognition applications are usually contactless 
– just think about smartphone unlocking or  
payment systems – and thus reduce contact-r 
elated risks, which is extremely valuable during 
Covid-19 pandemic.

4.5.2 Opportunities

All these benefits lead to important opportunities. 
Nowadays, facial recognition is used in almost

every sector. The most important field of application 
surely is public security. Mass biometric
surveillance has become crucial for finding missing 
people, combating ordinary crime, and tackling
terrorism menaces. It is also exploited for generic 
controlling purposes, such as controlling safe and
ordinary access to public places like markets or 
stadiums. In some countries, governments are even
considering using it for electoral purposes: people 
may be able to vote directly from home having
their face scanned in case it is not possible to  
access polling stations because of – for instance –  
a pandemic23.

However, facial recognition finds several applications 
in private life as well. People constantly unlock 
their smartphones just pointing them at their face. 
In China, customers can purchase goods at shops 
“simply by posing in front of point-of-sale (POS) 
machines equipped with cameras, after linking an 
image of their face to a digital payment system or 
bank account"24. Again in China, banks allow people 
to withdraw cash at ATM25 via facial recognition.

4.5.3 Weaknesses

On the other side, facial recognition also has several 
gaps. It is a technology prone to errors. Several 
studies showed how easy is to fool facial recognition 
just by wearing a printed mask26. Since the
beginning of the Covid-19 pandemic, many 
difficulties have been encountered in detecting faces

21 Electronic Frontier Foundation, Face Recognition, 24.10.2017, https://www.
eff.org/it/pages/face-recognition#:~:text=Face%20recognition%20systems%20use%20
computer,i n%20a%20face%20recognition%20database.
22  ‘The Threats and Benefits of Facial Recognition: What Should we Know?’, 
Becoming Human, 26.06.2019, https://becominghuman.ai/the-threats-and-benefits-of-
facial-recognition-what-should-we-know-17008f69ae74.

23 'Online voting with facial recognition technology?’, BBC, 22.4.17, https://
www.youtube.com/watch?v=-5GpqOzANQQ.
24  ‘Smile-to-pay: Chinese shoppers turn to facial payment technology’, The 
Guardian, 04.09.2019, https://www.theguardian.com/world/2019/sep/04/smile-to-pay-
chinese-shoppers-turn-to-facial-payment-techno logy.
25  Zhang X., Major Banks in China Roll Out Facial Recognition Technology in 
ATMs, Allowing Users to Make Withdrawals by Scanning Their Faces, 21.09.2017, https://
www.yicaiglobal.com/news/major-banks-in-china-roll-out-facial-recognition-technolo-
gy-in-atms-allowi ng-users-to-make-withdrawals-by-scanning-their-faces.
26  Roberts J. J., Airport and payment facial recognition systems foo-
led by masks and photos, raising security concerns, 12.12.2019, https://fortune.
com/2019/12/12/airport-bank-facial-recognition-systems-fooled/.
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wearing surgical masks27. Furthermore, it has been 
proved that the AI algorithm may present an inner 
racial bias28. Finally, errors can happen during the 
phase of human oversight, mainly because of al ack 
of specialized human training29. 

4.5.4 Threats

Such shortcomings can raise severe issues. 
However, many threats derive from the way facial 
recognition is used. The most alarming ones regard 
human rights, privacy protection most of all. Facial 
biometrics must legally and effectively be considered 
personal data. Yet, when facial recognition systems 
operate it is hard to know who has access to these 
data, how and why they are used, and how long 
they are stored in the databases30. Also, people’s 
faces are often recorded without their consent nor 
awareness31. For example, in Russia face recognition 
is widely used to control people disregarding 
Covid-19 quarantine rules.  

Besides inner technology bias, racial discrimination 
is also committed by humans using facial
recognition, especially police forces. In many U.S. 
police databases where the algorithm runs the 
search African Americans, Latinos and immigrants 
considerably outnumber white people32.
In China, some facial recognition techs are being 

developed with the specific purpose of monitoring 
and detaining Uyghurs33. 

Also freedom of association and expression as well 
as the right to asylum can be frustrated by the use of 
facial recognition34.

4.5.5 The case of emotion recognition

With regard to emotion recognition, the balance 
between threats and opportunities is even more 
delicate.

On the one hand, business may benefit enormously 
from emotion recognition, not only in terms of 
marketing and development of “adaptive products”35 
but also in terms of operations, such as hiring 
processes, measurement of employee performance. 
Then, it can improve the security of certain products, 
such as cars which may detect if the driver is tired 
or intoxicated. It is estimated that by 2024, the 
"emotion recognition" business may be a industry 
worth $65 billion36. 

On the other hand, the idea of categorising emotions 
as if they were “objective facts” or items which can 
be univocally tied to a certain set of biometrics 
measurements or standard facial expressions, 
beside revealing a reductionist approach à la 

32 Levin, S., Half of US adults are recorded in police facial recognition databa-
ses, study says, 18.10.2016, https://www.theguardian.com/world/2016/oct/18/police-fa-
cial-recognition-database-surveillance-profiling. 
33 Brandom, R., Huawei worked on facial recognition system to surveil 
Uighurs, new report claims,
08.12.2020, https://www.theverge.com/2020/12/8/22163499/huawei-uighur-surveillan-
ce-facial-recognition-megvii-uyghur
and Asher-Schapiro, A., Chinese tech patents tools that can detect, track Uighurs, 
13.01.2021, 
34 EDRi, Facial recognition and fundamental rights 101, 04.12.2019, https://
edri.org/our-work/facial-recognition-and-fundamental-rights-101/
35 Purdy M., Zealley J., and Maseli O., The Risks of Using AI to Interpret Human 
Emotions, 18.11.19, https://hbr.org/2019/11/the-risks-of-using-ai-to-interpret-human-
emotions.
36 Heikkila M.,, POLITICO AI: Decoded: Emotion recognition now — AI alliances 
101 — Misogynoir playbook, 10.02.21, https://www.politico.eu/newsletter/ai-decoded/
politico-ai-decoded-emotion-recognition-now-ai-alliances-101- misogynoir-playbook/.

27  Nevertheless, these complications led to significant improvements of 
this AI technology so that “the identification accuracy reaches and regularly surpasses 
an astounding 90% in circumstances where just a large portion of a face is visible”, 
according to Dialani P., Covid-19 pandemic is encouraging facial recognition technology, 
06.01.2021, https://www.analyticsinsight.net/covid-19-pandemic-is-encouraging-fa-
cial-recognition-technology/.
28  Barr A., Google Mistakenly Tags Black People as ‘Gorillas’, Showing Limits of 
Algorithms, 01.07.15, https://www.wsj.com/articles/BL-DGB-42522.
29 Electronic Frontier Foundation, Face Recognition, 24.10.2017, https://www.
eff.org/it/pages/face-recognition#:~:text=Face%20recognition%20systems%20use%20
computer,in %20a%20face%20recognition%20database.
30 Wiewiórowski W., Facial recognition: A solution in search of a problem?, 
28.10.19, https://edps.europa.eu/press-publications/press-news/blog/facial-recogni-
tion-solution-search-problem_en.
31 Amnesty International, Ban dangerous facial recognition technology that 
amplifies racist policing, 26.01.21,https://www.amnesty.org/en/latest/news/2021/01/
ban-dangerous-facial-recognition-technology-that-amplifies-racist-policing/.
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Dawkins, a diminishing anthropology and some sort 
of confusion between people and things, may prove 
simply impossible to realise. 

This is because such an approach misses out on the 
“context” in which emotions are expressed.

 -    Facial expressions are not universal 
across cultures, therefore facial recognition can be 
unreliable37 or discriminatory38 . In certain contexts, 
such as border control, or in other situations where 
decisions about people's lives can be taken on the 
basis of the results of facial recognition, its use is 
highly problematic.

 -    Facial expressions are dependent on 
the context in which they are performed. A smile 
does not mean “happiness” in 100% of the cases, 
sometimes it can mean compassion, contempt, 
uneasiness. If the facial recognition software is 
unable to understand the context, most likely will 
not categorise the expression in the right category.39

 -    The recognising algorithm furthermore 
may be biased. In many studies it has been proved 
that the algorithm is most likely to make mistakes 
when reading the facial expressions made by people 
belonging to a minority.40

Therefore, there is a huge debate between scientists 
and businesses about the accuracy of the emotion 
recognition technology where it is difficult to 
determine who has the winning arguments, because 

37 Vincent J., AI ‘Emotion Recognition’ can’t be trusted, 25.07.19, https://www.
theverge.com/2019/7/25/8929793/emotion-recognition-analysis-ai-machine-learning-fa-
cial-expres sion-review.
38 Devlin H., AI systems claiming to 'read' emotions pose discrimination 
risks, 16.02.20, https://www.theguardian.com/technology/2020/feb/16/ai-systems-clai-
ming-to-read-emotions-pose-discriminati on-risks
39 Vincent J., AI ‘Emotion Recognition’ can’t be trusted, 25.07.19, https://www.
theverge.com/2019/7/25/8929793/emotion-recognition-analysis-ai-machine-learning-fa-
cial-expression-review.
40 Devlin H., AI systems claiming to 'read' emotions pose discrimination 
risks, 16.02.20, https://www.theguardian.com/technology/2020/feb/16/ai-systems-clai-
ming-to-read-emotions-pose-discriminati on-risks.

the preference depends very much on the guiding 
principles of each group. It is undeniable that a new 
industry may have positive economic repercussions 
and that the rest of the world will not just sit and 
watch, at the same time, it is undeniable that there 
is the potential for infringing human rights, treat 
people as consumers only, and that the technology 
is prone to errors and it is not clear if this depend 
on the fact that it is still in its infancy or by the fact 
that it may be factually impossible to create a univoc 
relation between biometric measurements and 
emotions. This is why emotion recognition shares 
the label of being a “high risk” technology with facial 
recognition as a mass biometric surveillance system, 
or “remote biometric identification system”.

4.5.6 Towards regulation of facial and  
emotion recognition

 The use of facial and emotional recognition in 
the EU is likely to be harmonized by the European 
Commission in its Proposal for a Regulation of the 
European Parliament and of the Council laying down 
harmonised rules on Artificial Intelligence (Artificial 
Intelligence Act) released on April 21st 2021, which 
recognizes the risks of fundamental rights these 
technologies entail. The initiative follows intensified 
discussion and policy recommendations concerning 
AI and facial recognition technology on behalf of 
international organizations.

The Council of Europe in January 2021 has proposed 
a set of guidelines for facial recognition for both 
governments, private sectors and bodies processing 
data. The Council advises against remote biometric 
identification, unless its is regulated by a law of 
the state, and against “the use of such technology 
to determine a person's skin colour, religious or 
other beliefs, sex, racial or ethnic origin, age, health 
condition or social condition”.41   

In the same vein, it calls for a ban for the use of 
emotion recognition technology that is capable of 
“detection of personality traits, inner feelings, mental 
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health or workers' engagement” to determine 
access to rights and services such as employment, 
insurance or education42.

It stresses that facial recognition presupposes 
processing of biometric data for the purposes of 
uniquely identifying a natural person, which under 
Convention 108+ can be processed only when 
appropriate safeguards are enshrined in the law, 
that shall guard against the risks that the processing 
of sensitive data may present for the interests, rights 
and fundamental freedoms of the data subject, 
notably a risk of discrimination.43 Under the GDPR, 
the processing of biometric data is prohibited
unless permitted under an exception, the most 
relevant in this context being explicit consent or
reasons of substantial public interest, on the basis of 
Union or Member State law which shall be
proportionate to the aim pursued, respect the 
essence of the right to data protection and provide 
for suitable and specific measures to safeguard the 
fundamental rights and the interests of the data
subject.44 According to the Council of Europe, 
consent should not suffice as a ground for 
processing of biometric data by or on behalf of 
the public sector due to the power imbalance, and 
should alway have a basis in the law. Furthermore, it 
views that the private sector should not be allowed 
to perform facial recognition in an uncontrolled 
environment (such as a shopping mall for the 

purpose of determining customers’ preferences) and 
for other uses the free and informed consent of the
person should be obtained.45

The Proposal for Artificial Intelligence Act is 
considerably aligned with the guidelines of the 
Council of Europe on facial recognition technology. 
Depending on its type and purpose, facial 
recognition can be regulated as a 1) prohibited, 2) 
high-risk or 3) low-risk AI system. The sanctions for 
breaching the obligations are non-trivial - maximum 
fine is 30 million euros or 6 % of the total worldwide 
annual turnover.46

 1)    Due to its intrusiveness in the rights and 
freedoms of the concerned persons and rapidness 
of its impact, The use of “real-time” remote biometric 
identification systems for law enforcement in 
publicly accessible spaces is prohibited, unless 
certain limited exceptions apply47. The exceptions 
include search for "potential victims of crime, 
including missing children; certain threats to the 
life or physical safety of natural persons or of a 
terrorist attack; and the detection, localisation, 
identification or prosecution of perpetrators or 
suspects of the criminal offences” under specific 
conditions laid down in the Act.48 For example, each 
of such uses must be subject to an express and 
specific authorization by a judicial or independent 

41  Council of Europe, Consultative Committee of the Convention for the 
Protection of Individuals with Regard to Automatic Processing of Personal Data - Con-
vention 108 - Guidelines on Facial Recognition, § 1.1, p. 5. https://rm.coe.int/guideli-
nes-on-facial-recognition/1680a134f3.
42  Council of Europe, Consultative Committee of the Convention for the 
Protection of Individuals with Regard to Automatic Processing of Personal Data - Con-
vention 108 - Guidelines on Facial Recognition, § 1.1, p. 5. https://rm.coe.int/guideli-
nes-on-facial-recognition/1680a134f3.
43  Council of Europe, Consultative Committee of the Convention for the 
Protection of Individuals with Regard to Automatic Processing of Personal Data - Con-
vention 108 - Guidelines on Facial Recognition, § 1.1, p. 5. https://rm.coe.int/guideli-
nes-on-facial-recognition/1680a134f3, Council of Europe, Convention 108+ Convention 
for the protection of individuals with regard to the processing of personal data, Art. 6.
44  GDPR Art. 9.1, Art. 9.2 (a) and(g).

45 Council of Europe, Consultative Committee of the Convention for the 
Protection of Individuals with Regard to Automatic Processing of Personal Data - 
Convention 108 - Guidelines on Facial Recognition, § 1.1.2 , p. 6. https://rm.coe.int/
guidelines-on-facial-recognition/1680a134f3. Especially the use of the technology for 
law enforcement purposes should be permitted only when strictly necessary, the uses 
should be proportionate for these purposes and subject to the necessary safeguards. 
Ivi, § 1.1.2.,p. 6.
46  Non-compliance with obligations concerning prohibited uses or data 
governance obligations can be subject to fines up to 30 000 000 euros for public 
agencies. For companies the fine is 6% of total worldwide turnover for the preceding 
year. Noncompliance with the obligations is subject to a penalty of 20 000 000 euros or 
4 % of the annual turnover. Omissions in the provision of information to notified bodies 
and national competent authorities can be fined by up to 10 000 000 euros or 2% of the 
annual turnover. Proposal for Artificial Intelligence Act (2021), Art. 71.
47  Proposal for Artificial Intelligence Act (2021), para 18, Art. 5 (1) (d).
48  Proposal for Artificial Intelligence Act (2021), para 19. Art. 5 (d) (i)-(iii), Art. 5 
(2)-(4).
49 Proposal for Artificial Intelligence Act (2021), Art. 5 (3)
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administrative authority.49

 2)    A “high risk” technology has been 
defined in the Proposal Artificial Intelligence Act 
as a technology which “poses significant risks to 
the health and safety or fundamental rights of 
persons.”50 AI systems intended to be used for 
the “real-time” and ex “post” remote biometric 
identification of natural persons as well the use of AI 
emotion recognition or lie detection in the context 
of law enforcement as well migration, asylum or 
border control management also qualify as high-
risk technology.51 Such technologies are subject to 
heightened requirements for risk management, data 
governance, technical documentation keeping logs, 
transparency, cybersecurity and human oversight.52

Decisions and actions made relying on the remote 
biometric identification systems can be taken only 
if the result is verified and confirmed by at least 
two natural persons.53 The objective to control for 
algorithmic bias is explicitly addressed in connection 
norms on data governance, cybersecurity and 
human oversight.54 The providers and users of the 
high-risk system are subject to a detailed set of 
obligations that seek to mitigate the risks associated 
with the technology throughout its lifecycle.55 
This is implemented under the oversight and in 
cooperation with competent national authorities 
established for this purpose.56 The compliance of AI 
systems is facilitated with standardisation.57

 3)    The use of facial recognition and 

56  Proposal for Artificial Intelligence Act (2021), Title III, Chapter 4; Title VI; Title 
VIII.
57 Proposal for Artificial Intelligence Act (2021), Title III, Chapter 5.
58   Proposal for Artificial Intelligence Act (2021), Art. 52 (2). According to the 
proposal, “‘biometric categorisation system’ means an AI system for the purpose of 
assigning natural persons to specific categories, such as sex, age, hair colour, eye colour, 
tattoos, ethnic origin or sexual or political orientation, on the basis of their biometric 
data”. Proposal for Artificial Intelligence Act (2021), Art. 3 (35).

emotion recognition technologies that are neither 
prohibited nor qualify as high-risk would be subject 
to self-regulation via codes of conduct (Art. 69) 
However, the proposal would oblige users of 
emotion recognition or biometric categorization 
systems to inform natural persons who are exposed 
to the system, unless the system is used for 
detection, prevention and investigation of criminal 
offences.58

4.5.7 Policy recommendations

 -    Generally, the proposal for the Artificial 
Intelligence Act is welcomed. It addresses many of 
the tensions, reservations and risks associated  
with artificial intelligence, and following the path 
of the GDPR establishes a European means of 
regulating digital technologies with clear emphasis 
on the respect of fundamental rights, even where 
doing so may, at least in the beginning, create costs 
and challenges for innovation and business activity. 
If accepted, the proposal may have a similar indirect 
effect to GDPR, pushing global companies who  
wish to market their technology in the EU to comply 
with it. 

 -    It justly acknowledges the risks associated 
with the use of remote ‘real-time’ facial recognition 
in public context by the law enforcement. We agree 
with the necessity for establishing harmonized, 
narrow criteria for such use of technology. However, 
it is worth noting that in the case of using real-time 
remote identification of natural persons for law 
enforcement procedures, the provision allowing it 

50 Proposal for Artificial Intelligence Act (2021), Annex III.
51 The use of “real-time” remote biometric identification systems in publicly 
accessible spaces for purposes other than law enforcement will remain regulated by the 
GDPR and the law of the member state, and where applicable Directive (EU) 2016/680 
and Regulation 2018/1725. Proposal for Artificial Intelligence Act, para 23.
52 Proposal for Artificial Intelligence Act (2021), Title III, Chapter 2.
53 Proposal for Artificial Intelligence Act (2021), Art. 14 (5).
54 Proposal for Artificial Intelligence Act (2021), paras. 33, 40, 50, Art. 10 (2)(f) 
and(5) and Art. 14 (4)(b). 
55 Proposal for Artificial Intelligence Act (2021), Title III, Chapter 3.
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only on the request of the judicial authority, could 
put also at the centre of the debate the issue of the 
respect of the rule of law, the independence of the 
judiciary power and the shrinking space for civil 
society in Europe. 

 -    The strict criteria for using high-risk facial 
recognition technology are welcomed, especially 
given the imprecisions of the technology and risks of 
mis-identification and labeling as well as algorithmic 
bias. The compliance with the requirement can be 
a challenge especially for SMEs that are entering 
the sector, in particular in the beginning where 
the standards are yet to emerge. Therefore, the 
proposal's measures in support of innovation 
including regulatory sandboxes with specific norms 
on using personal data R&D purposes and finally the 
measures to support small-scale providers represent 
a welcome counterbalance to the strict new norms.

 -    Although the final form of the Regulation 
is unforeseeable, it is likely that it will attract the 
attention of lobbyists and corporations, and that a 
tension between competitiveness and innovation 
versus human rights protection will feature 
prominently in the upcoming debate.

Whereas the proposal makes an explicit departure 
from the Chinese approach of governing AI and 
data by limiting the use of social scoring systems by 
public authorities, the proposal leaves relatively wide 
leeway for the surveillance on behalf of companies. 
This solution is certainly welcomed by businesses 
developing AI applications. However, while the 
proposed act does target the most critical risks 
associated with AI on a level which is internationally 
unprecedented, it does raise a question, whether 
self-regulation - in combination with the safeguards 
provided by the GDPR are sufficient to control low-
risk uses of AI for facial and emotion recognition.  
For example, in certain contexts the power 
imbalance between natural persons and private 
companies installing biometric identification systems 

may be so stark, that they may not be in a position 
to decline its use.59

 -    In particular, we question whether the 
regulation of emotional recognition technology is 
on a sufficient level. Currently it is prohibited when 
it is manipulative in a manner that causes physical 
or psychological harm. In addition, such technology 
may be subject to more stringent control in high-risk 
application areas, such as workers management. Yet 
such technology may also create financial harm, for 
example when used for behavioural advertising.60

 -    With respect to facial recognition 
technology, the Act does not address the problem 
of scraping photos published on social media 
for the purposes of creating databases on facial 
recognition.61 To address this, more regulation, or 
specification of GDPR norms would be welcome.

59 See for example Coded Bias, directed by Shalini Kantayya (2020; Netflix 
2021), a documentary firm discussing issues in installment of facial recognition techno-
logy to residential buildings.
60 Johann Laux, Sandra Wachter and Brent Mittelstadt (2021), Neutralizing 
Online Behavioural Advertising: Algorithmic Targeting with Market Power as an Unfair 
Commercial Practice. Common Market Law Review 58: 727.
61  See Council of Europe, Consultative Committee of the Convention for the 
Protection of Individuals withRegard to Automatic Processing of Personal Data - Conven-
tion 108 - Guidelines on Facial Recognition, § 1.2.1.
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5. CONCLUSIONS

We see innovation in the application of predictive 
analytics as important for the future of the EU. First, 
it has significant potential to support environmental 
sustainability and develop the carbon neutrality of 
the continent by optimizing the use of increasingly 
renewable energy sources. However, policy 
measures supporting lower energy consumption of 
AI systems across diverse sectors of application are 
of importance. With the permeation of digitalization 
and the wider adoption of AI, the importance of 
cybersecurity cannot be overstressed, and the EU is 
developing a number of instruments to improve the 
resilience of AI systems. In this context, predictive 
analytics should be harnessed as a tool for 
enhanced cybersecurity.

The agricultural sector is envisioned to be a 
high impact area for AI applications,62 analytics 
can improve the efficiency and sustainability of 
agriculture and the well-being of farm animals. The 
emerging field of predictive maintenance reduces 
disruptions, safety risks and downtime caused by 
machinery breakdown, as well as the necessity of 
intrusive or even dangerous repair operations. Facial 
recognition technology enhances cybersecurity 
of digital systems and facilitates contactless 
identification in numerous contexts.

Yet the adoption of these technologies presuppose 
measures to build relevant infrastructures such 
as smart grids and telecommunications networks, 
commitment to educating professionals, increasing 
the digital literacy of the general population with 
regard to the technology, measures to generate, 
pool and access relevant data to make predictions, 
and support for SMEs in the adoption and 
development of the technology.

Predictive analytics and artificial intelligence systems 

in general also entail a number of risks: inaccuracy 
and algorithmic bias that may lead to discrimination, 
lack of accountability in algorithmic decision-making, 
exploitative and manipulative practices, monopolistic 
practices, corrobation of fundamental rights, moral 
hazards though over-reliance on the technology and 
information asymmetries between producers and 
consumers. The closer the application is to humans, 
the more significant the risks become. 

The EU is striving to render the continent fit for 
the digital age, with the Artificial Intelligence Act 
its most recent and relevant policy initiative. The 
proposal is part of a complex legislative framework 
in the context of the political priority ‘A Europe 
Fit for the Digital Age’ which includes regulations 
concerning cybersecurity, digital services, revision 
of competition policy, data governance, and 
digital education. Considering the state of flux 
in policy-making, giving exact recommendations 
is a challenge. Many of the current proposals 
acknowledge, at least in part, the above- 
mentioned issues. 

Generally, we welcome the Artificial Intelligence Act 
as a means of establishing a horizontal standard for 
trustworthy AI that is maintained throughout the life-
cycle of the technology. We agree with the necessity 
to limit the use of facial and emotion recognition 
technology, the ban on exploitative and manipulative 
AI systems, and increased transparency regarding 
the exposure and use of AI systems toward 
natural persons. We also deem it welcome that 
the proposed Act constrains the use of predictive 
analytics on natural persons.63 EU citizens should not 
become objects of prediction or be subjected to rigid 
predictive systems that constrain their autonomy 
and capacity to determine their own destiny.

62 European Commission, Europe fit for the Digital Age. Press Release 21. 
April 2021. https://ec.europa.eu/commission/presscorner/detail/en/ip_21_1682.

63  See Proposal for Artificial Intelligence Act, p. 11.
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Effectively regulating AI is a challenge, as overly-
strict regulation might generate an atmosphere that 
rejects innovation. Yet, more future proof regulation 
adopts more general standards that create, at least 
initially, legal uncertainty with regard to necessary 
compliance measures. What can be said for the 
moment, is that reaching a compromise between 
innovation, competitiveness and the trustworthiness 
of AI technologies in Europe may prove a subject 
for real political debate. As Joanna Bryson said: 
“[the tech industry] is not that different from the 
pharma industry, or finance [...] When you start to 
understand that it’s all software [...] and someone 
chooses which algorithms to use, which data to 
use, what threshold of performance to achieve, 
you realize that those are all things you can check 
and regulate.”64 The challenge then, would be to 
reach a global shared standard and/or encourage 
the emergence of a ‘European’ Internet. In fact, 
in a public event organised by the EPP group in 
the European Parliament on April 21 2021, Angela 
Merkel said - in response to a question on vaccine 
strategies in the US and Israel - that in Europe “we 
have not treated our pharmaceutical companies 
very well in recent years”, that there have been many 
relocations to the US, something which played a role 
in diminishing European production capacities.65

We deeem it crucial to limit theright to conduct 
business in order to safeguard other fundamental 
rights that AI systems can threaten,66 a more broader 
level, the proposal for the Artificial Intelligence Act, 
in combination with other instruments adopted 
under the European Strategy for Data, and the 

White Paper for AI, should strive for nurturing and 
keeping the biggest AI players in Europe. With the 
right measures, the emerging European standard 
for trustworthy AI could be adopted also beyond the 
borders of the continent.

64 J. Delcker, Wary of China, the West closes ranks to set rules for artificial 
intelligence, POLITICO, 6.9.2020, https://www.politico.eu/article/artificial-intelligen-
ce-wary-of-china-the-west-closes-ranks-to-set-rules/
65  Public Event, “Live Event: The Future of Europe”, 21.04.2021, transcription 
of the non official translation in English. Minutes: 32.00-32.15, https://www.facebook.
com/EPPGroup/videos/-live-event-the-future-of-europe-cofoe/252084829983114/
66  See Proposal for Artificial Intelligence Act, Art. 5 (c) limiting the use of pre-
diction for social scoring purposes and Annex III, listing assessment of creditworthiness, 
risk assessment for law-enforcement, or evaluation of occurrence of reoccurrence of 
criminal offences in presuppose the use of predictive analytics as high-risk systems.
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